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COJIEPKAHME

AHHOTALIUS

OBILAS XAPAKTEPUCTUKA TTPO®ECCUOHATILHOTO MOAYJIS
CTPYKTYPA U COJIEPYKAHUE ITPO®ECCUOHAJTILHOTO MOJYJIST
VCJIOBUSI PEAJIM3ALIMU [TPOGECCUOHAJILHOIO MOAYJIS
KOHTPOJIb U  OLEHKA  PE3VJILTATOB  OCBOEHUS
[TPOGECCHUOHAJIBHOI'O MOJTY IS
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1. AHHOTALIUS

PabGouass mporpamma mnpodeccuonanpHoro moxyis IIM.02 3ammra
uHPOpPMAIIMK B aBTOMATU3MPOBAHHBIX CHCTEMax MPOTPAMMHBIMU U TPOTPAMMHO-
anmapaTHBIMUA CPEJICTBAMHU OTHOCHTCSA K MPOQPECCHOHATBHOMY UKy MPOTPaMMBbI
MOJITOTOBKU CIIEIIMATMCTOB CPEIHEr0 3BEHA, YCTaHABIMBAIONINI 0a30BbIe 3HAHUS
M0 CHEIUaIbHOCTU CcpenHero mnpodeccuonanpHoro oobpazoBanus 10.02.05
Ob6ecneuenre HHPOPMAITMOHHOW 0€30MMACHOCTH aBTOMATH3UPOBAHHBIX CHCTEM.

Lenr wu3yueHuss npodecCHOHATBHOTO MOAYAs -  (GOPMUPOBAHUE
KOMIIETEHTHOCTH B OOJAcTH pa3pabOTKU M HKCILTyaTallMM aBTOMATH3UPOBAHHBIX
CUCTEM B  3alMIICHHOM  MCIOJHEHWH,  OTACJIbHBIX  KOMIIOHEHTOB

aBTOMATHU3HPOBAHHBIX CHCTEM, C YIETOM TPeOOBAaHHH HOPMATUBHO-TEXHUYECKOU U
METOJAMYECKON TOKyMEHTAI[uel o obecrieueHnio 6e30macHOCTH HHPOPMALIUU.
O6muit 00beM y4eOHOM Harpy3ku MO HPOQPECCHOHATLHOMY MOIYJIIO
coctaBisieT 634 d4aca, Harpy3ka BO B3aUMOJCHCTBHM C MPENOJaBaTEIEM
coctaBisieT 354 yaca, 4aCOB CaMOCTOATENbHON padoThl — 60.
Copnepxanue npoeccuoHaTbHOTO MOYJIS BKIIIOYAET:
- U3y4YE€HUE pa3/iesoB MexaucuuiuinHapHoro kypca MJIK 02.01:
1. OcHOBHbIE NPUHLMIBI TPOTPAMMHON M MPOrpaMMHO-ANIAPaTHON 3alIUThI
uH(popManuu
3aniuTa aBTOHOMHBIX aBTOMATU3UPOBAHHBIX CUCTEM
3amura nH(QOpPMALMKU B JOKAIbHBIX CETIX
3amurta nH(pOpMaLUKU B CETAX OOLIEro AOCTyna
3amuTa nHGopManuu B 6azax JaHHBIX
MOHUTOPUHT CUCTEM 3AIUTHI
- U3y4YE€HUE pa3/ieNoB MexaucuuIuinHapaoro kypca MJIK 02.02:
1. MaremaTudeckre OCHOBBI 3aIIUTHI HHGOPMAIUH
2. Knaccuueckas kpunrtorpadus
3. CoBpemenHas kpunrtorpadus
Tekymui KOHTPOJIb MPOBOAUTCS B (opMe OIICHKH TECTHUPOBAHUA,
HKCIIEPTHOTO HAOJIOJICHUSI 32 BBIOJIHEHHEM Ja0OpPaTOPHBIX M MPaKTUYECKUX
paboT, OLIEHKHM NPOLEecca U Pe3yJIbTaTOB BHIIIOJIHEHHS BUAOB padOT Ha MPaKTHUKE.
dopma TPOMEKYTOUHOM aTTecTauu — JudPepeHIMpPOBAHHBIA 3ayer,
9K3aMEH, PK3aMeH (KBaTU(UKAIMOHHBIN).

ok own



2. OBIIAA XAPAKTEPUCTUKA ITPO®ECCHOHAJIBHOI'O MOAYJIA

2.1. Mecto mnpodecCHOHAJIBHOIO MOIYJS B CTPYKType NPOrpamMMbl
MOATOTOBKHM CHENNATHCTOB CPeIHEro 3BeHa.

[Ipodpeccuonanbupit  Moayns  [IM.02  3ammra  uHpopManuu B
aBTOMATU3UPOBAHHBIX CHCTEMaxX MPOrPaMMHBIMU M MPOTrpaMMHO-aNNapaTHbIMU
CpeICTBaMM  OTHOCUTCA K  TpodeccHoHampHOMY — Y4eOHOMY  IHUKITY
npoecCHOHATLHON  TOATOTOBKM  IPOTPAMMBI  MOATOTOBKHA  CIICIIHAJIMCTOB
CPEIHEro 3BEHA IO CIEHUATBHOCTH CPeIHEro MpodecCHOHAIbHOTO 00pa30BaHUS
10.02.05 Oobecneuenne uHPOPMAITMOHHOW O€30MACHOCTH aBTOMATH3UPOBAHHBIX
CHCTEM.

2.2. Ueabr W IUIaHHpPYeMble Pe3yJabTaTbl OCBOEHUSI NPO(ecCHOHATBHOIO
MOLYJIS.

B pesynbrate ocBoenus mnpodeccuonanpHoro wmoayis [IM.02  3amuta
uH(pOpMaIUU B aBTOMATU3UPOBAHHBIX CHCTEMaX MPOTrPaMMHBIMHU U MPOrPaMMHO-
anmapaTHbIMU CPEJICTBAMH O0YyYaroUuics T0HKeH 00J1aaTh MPeyCMOTPEHHBIMU
®I'OC CIIO mo cnemuanbHoctu 10.02.05 O6Gecnevyenne HHPOPMAUOHHOM
0e30MacHOCTH aBTOMATHU3MPOBAHHBIX CHUCTEM YMEHHSIMH, 3HAHUSIMU, KOTOpPHIC
(bOopMHPYIOT clieayronre nNpoecCHOHATIbHbIE KOMIIETEHIIUM:

Koxa HaunmenoBaHue BUIAOB J€ATEJIbLHOCTH U l'[pO(l)eCCI/IOHaJIbHI)IX KOMIIeTeHII it

B 2 3amura uHPOpMAMM B ABTOMATH3MPOBAHHBIX CHCTeMax MNPOrpaMMHBIMHM M

MpOrpaMMHO-ANINMAPATHBIMU CPEACTBAMHU

[IK 2.1. | OcymecTBiasATh YCTAaHOBKY M HACTPOWKY OTIEIbHBIX MPOrPaMMHBIX, IPOrPAMMHO-

afrnapaTHbIX CPCACTB 3alllUThI I/IH(bOpMaIII/II/I.

[IK 2.2. | OGecneunBarp 3aMTy HH(GOPMALMK B aBTOMAaTU3UPOBAHHBIX CUCTEMAX OTAEIbHBIMU
IIPOrpaMMHBIMH, IPOIPAMMHO-AIIIIAPATHBIMU CPEJICTBAMH.

[1IK 2.3. | OcymiecTBasTh TeCTUpOBaHUE GYHKINN OTAETBHBIX TPOrPAMMHBIX M TPOrPaMMHO-
annapaTHbIX CPEJCTB 3alIUTHl HHPOPMAIUH.

[IK 2.4. | OcymecTBasTh 00pabOTKy, XpaHEHHUE U Tiepeiady HHPOPMaIUA OTPaHUYEHHOTO JOCTYTIA.

[1IK 2.5. | YHu4TOoxaTh MHGOPMAIHIO U HOCUTENU UH(OPMAIMH C UCTIOJIb30BAaHHEM IIPOTPAMMHBIX U

IIPOrpaMMHO-ANINAPATHBIX CPEJCTB.

[1IK 2.6. | Ocy1miecTBIsATh pETUCTPAILIMI0 OCHOBHBIX COOBITHI B aBTOMAaTH3UPOBAHHBIX
(nHGOPMAIIMOHHBIX ) CUCTEMAaX, B TOM YHCIIE C UCTIOJIb30BAaHUEM ITPOTPAMMHBIX U
MPOrpaMMHO-AIAPATHBIX CPEICTB OOHAPYKEHUS, MPEAYIPEKICHUS U TUKBUIAITTT
MTOCJIE/ICTBHI KOMIIBIOTEPHBIX aTaK.

OcBoeHre TPOQPECCHOHATBLHOIO MOJYJS HAIpaBJICHO Ha pa3BUTHE OOIIUX
KOMIIEeTEeHIIN:

Kon HanmeHOBaHMe BUIOB 1eSITEJbHOCTH U NPO()eCCHOHATBbHBIX KOMITETEHIHI

OK 01. | Bribupats criocoObl penieHus 3a1a4 npopecCuOHaIbHOM 1eATeIbHOCTH IPUMEHUTENHHO
K pa3JIM4HbIM KOHTEKCTaM

OK 02. | Ucnonb30BaTh COBPEMEHHBIE CPEICTBA MTOMCKA, aHATN3a U MHTEPIpETallui HHPOpMAITHH
1 “H()OPMAITMOHHBIE TEXHOJIOTHH JIJIs1 BRITIOJIHEHHS 33729 PO ECCHOHATHHOU
NEATENbHOCTH

OK 03. | [InanupoBaTh U peann30BbIBaTh COOCTBEHHOE MPO(deCcCHOHATBHOE U TMYHOCTHOE
pa3BUTHE, IPEANPUHUMATENBCKYIO JEITEILHOCTh B PO ecCHOHAbHOI cdepe,
MCIOJIb30BaTh 3HAHUS MO MTPaBOBON U (PMHAHCOBOM IPaMOTHOCTH B Pa3IMUHBIX
YKU3HEHHBIX CUTYaIUsIX

OK 04. | DddexTnBHO B3anMOI€HICTBOBATh M Pa0OTATh B KOJJIEKTHBE M KOMaH/IE




OK 05. | OcymecTBIsITh YCTHYIO M MTUCBMEHHYIO KOMMYHHUKAIIUIO HA TOCYJITAPCTBEHHOM SA3bIKE
Poccuiickoit @enepanuu ¢ yueToM 0COOEHHOCTEH COLMAIEHOTO U KYJIBTYPHOTO
KOHTEKCTa

OK 06. | IIposiBiATh rpa’AaHCKO-NIATPUOTHUECKYIO O3ULUIO, IEMOHCTPUPOBATH OCOZHAHHOE
IIOBEJICHHE HAa OCHOBE TPAJULIMOHHBIX POCCUICKUX 1yXOBHO-HPAaBCTBEHHBIX LIEHHOCTEH, B
TOM YHCJIC C YUCTOM IrapMOHH3aAlINH MC)KHAIUOHAJIbHBIX U MCIKPCIUTNO3HBIX OTHOIJ_IGHI/II\/JI,
IIPUMEHSTh CTaHIaPThl aHTUKOPPYNLIMOHHOTO MTOBEICHHSI

OK 07. | ConeiicTBOBaTh COXpaHEHHIO OKPY)KAIOIIEH Cpe/Ibl, pecypcocOepekeHHIO, TPUMEHSTh
3HaHUs 00 U3MEHEHUH KJIMMaTa, IPUHLUIIBI OepPEeKIMBOI0 NMPOU3BOACTBA, 3(pPEeKTUBHO
JICICTBOBATh B UPE3BbIYANHBIX CUTYALIUSAX

OK 08. | Ucmonw3oBath cpeacTBa (GU3NIECKOM KYJIBTYPHI ISl COXPAHEHUS U YKPETIICHUS 3]I0POBbS
B IIpolLiecce MpOoPeCCHOHATBHON ACSITETLHOCTH U MOICPKaHUS HEOOXOIMMOTO YPOBHS
(bu3nYecKoil MOArOTOBIEHHOCTH

OK 09. | ITonb3oBaThes MpodhecCHOHABHON JOKYMEHTAIMEH Ha rOCy1apCTBEHHOM M MHOCTPAHHOM
SI3BIKAX

PesyabTaThl 00yyeHus (3HAHUS, YMEHUS, IPAKTHYECKUI ONBIT)
B pesynbTaTte ocBoeHus nMpodheCcCHOHAIBHOTO MOTYJIE 00YYaIOIUNCS TOJDKEH:

UMETh —YCTaHOBKM, HACTPOMKM  IpPOrpaMMHBIX  CPEICTB  3allUThl  HH(pOpMALUU B
MPAKTUYECK | aBTOMAaTU3UPOBAHHON CUCTEME;
i OTIBIT —o0ecrieyeHust 3alIuThl aBTOHOMHBIX aBTOMAaTH3MPOBAHHBIX CHCTEM NPOTPAMMHBIMH U
HporpaMMHO-aIlIIapaTHEIMU CPEICTBAMU;
—TEeCTUPOBaHUA (YHKUMH, IUArHOCTUKA, YCTPAaHEHHUsS OTKAa30B M BOCCTAHOBJICHMS
paboTOCIIOCOOHOCTH MPOrPaMMHBIX W IPOrPaMMHO-AIIAPATHBIX CPEICTB  3aIIUTHI
uHpOpMaLNH;
—pewenus 3ana4 3amuThl oT HC/I k mHpOpMaLuu orpaHu4eHHOro JOCTyna ¢ MOMOIIbIO
IPOTPAMMHBIX M ITPOrPAaMMHO-AIAPATHBIX CPEJICTB 3aIUTHl HH(POpMaIuH;
—IPUMEHEHUs  DJEKTPOHHOM  IOANNCH, CHMMETPUYHBIX M ACUMMETPUYHBIX
KpUNTOrpaUuecKux alropuTMOB U CPEACTB MHU(POBAHUS TaHHBIX;
—yuéra, 00OpabOTKH, XpaHEHHsS W Tepenadyd WHPOpPMAlHHU, Ui KOTOPOW YCTaHOBIICH
PpeXUM KOH(PUIEHIUAIBHOCTH;
—paboTHI C MOJICUCTEMAMH PETUCTPALIH COOBITHH;
—BBISIBJICHUS COOBITHI M MHIIMJICHTOB 0€30MaCHOCTH B aBTOMATU3UPOBAHHOMN CHCTEME
YMETB —yCTaHABIMBaTb U HACTPauBaTh CPEICTBA AHTUBUPYCHOM 3aILUTHI B COOTBETCTBUU C

NPEIbSBISIEMBIMU TPEOOBAHHUSIMU;

—JIMaTHOCTUPOBATh, YCTPaHATh OTKa3bl, obOecrneuynBaTh paboOTOCHOCOOHOCTh U
TECTUPOBATh PYHKIMHU MPOrPaMMHO-ANIMAPATHBIX CPEICTB 3aIUThHI HHPOPMALIUY;

— MPUMEHATh TPOTPaMMHBIE W TPOTPaMMHO-allapaTHBIE CPEACTBA I 3allUTHI
uH(popMaluu B 6a3ax JaHHBIX;

—MpOBEpATh  BBINOJIHEHHWE  TpeOOBaHWMH MO  3ammTe  UHPOPMALUMU  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYNa TpU aTTecTalMi OOBEKTOB HH(OpMaTH3alMU I10
TpeOoBaHUSAM 0€3011aCHOCTH MH(OPMALINH;

—NPUMEHATh MaTeMaTWYeCKMH ammapar Juis BBINOJHEHUS KpUNTOrpapuuecKux
npeoOpa3oBaHui;

—HCIIOJIb30BaTh THUIIOBBIE MPOTPAMMHBIE KPUNTOrpapUUecKue CpencTBa, B TOM YHCIE
AJIEKTPOHHYIO TOJIITUCH;

—MPUMEHATDH CPEACTBA TAPAHTUPOBAHHOTO YHHUTOXEHUS HHPOPMALINY;

—YCTaHaBIMBAaTh, HACTPAUBATh, IPUMEHSAThH POTPAMMHBIE U TPOTPAMMHO-AIIAPATHbIE
CpEeJCTBA 3aIUTH HHPOPMAIUH;

—OCYUIECTBIIATh MOHUTOPHHI M PETUCTPAIMIO CBEIEHHH, HEOOXOIUMBIX JUIS 3aIIUTHI
00BEKTOB HMH(OpPMaTH3allMM, B TOM YHCJIE C UCIOJb30BAHUEM MPOrPAMMHBIX H
POTPaMMHO-aNMapaTHBIX CPEICTB OOHApY)KCHWs, TNPEAYNPESKICHUS W JIHKBHIAINH
HOCJIEICTBUM KOMIBIOTEPHBIX aTaK




3HATh

—0COOCHHOCTH W CHOCOOBI TNPHMEHEHUS MPOTPAaMMHBIX W IPOrpaMMHO-armapaTHBIX
CPE/ICTB 3alUTHl HHPOPMAIMH, B TOM YHCIIE, B OIEPAIMOHHBIX CHCTEMAaX, KOMITBIOTEPHBIX
ceTsx, 0a3ax JaHHBIX;

— METO/IbI TECTUPOBAHUS (PYHKIMI OTAEIBHBIX IPOTPAMMHBIX M ITPOTPAMMHO -aNapaTHBIX
CPEJICTB 3alUTHl HHPOPMAIINY;

—TUIOBbIE MOJENIM  YIPAaBICHUS JOCTYIIOM, CPEICTB, METOAOB M IPOTOKOJIOB
UICHTU(QHUKAINY U ayTeHTU(PUKAINHN;

— OCHOBHBIE TIOHATHS KPUNTOTpauy U THIIOBBIX KPUIITOIpapUIECKUX METOIOB U CPEJICTB
3aIIUTHl HH(OPMALIUH;

—0COOCHHOCTH M CHOCOOBI TPUMEHEHHUS TMPOTPAMMHBIX M IPOrPAMMHO-ANIapaTHBIX
CPE/ICTB rapaHTUPOBAHHOTO YHHUYTOXKEHHS HH(pOpManuy;

—TUIOBBIE CPEJICTBA M METOJbl BEACHUS AayJHuTa, CPEACTB U CIOCOOOB 3allUTHI
uHPOpMALlMM B  JIOKAIBHBIX  BBIYMCIUTEIBHBIX  CETSX, CPEICTB  3aIIUTBI  OT
HECAaHKIIMOHMPOBAHHOTO JIOCTYTIA

2.3. KoguvecTBO 4YacoB, OTBOAMMOE HAa OCBOeHHE MNPO(eCcCHOHATIBLHOIO

MOYJIsI.

Bcero gacoB — 634 yaca, B TOM 4HCJIE:
00s3aTeIbHOM ayAUTOPHOUM yueOHOM Harpy3ku oOydaronierocsi—354 vaca,
CaMOCTOSATEIIbHOM paboThl 0Oy4Jaromerocs— 80 4acos;

Ha MPAKTUKHU: y4deOHyro — 72 Jaca

npou3BoACcTBeHHYI0 —108 yacoB




3. CTPYKTYPA U COAEP KAHUE NTPOPECCUOHAJIBHOI'O MOAYJIA
3.1. TemaTnueckuii niaan 1IM.02 3amura nagopManum B aBTOMATH3HPOBAHHBIX CHCTEMAaX NPOrPAMMHBIMHU M IPOrPAMMHO-
annapaTHbIMMU CpeICTBAMHU

O0beM BpeMeHH, OTBe/ICHHBII HA OCBOeHHE MEe:KIUCIMINIMHAPHOTO Kypca

(kypcos) IIpakTuka
O6s13aTesibHAs ayIUTOPHAS yueOHasi HArpy3Ka .
oGyJarouierocs 5
Kon ! g = g g
npodeccuoHaIb HaumeHOBaHuUs pa3iesion Bcero o o E E Ef E E ) 5
HBIX H oﬁmmf npogecCHOHATBLHOTO MOTYJIsI 4acoB = o 2 i B T.4., = g A § S § ;:; §
KOMIIETEHIUH Bcero, | reoperuue § =l ? = g Kypcomad E § = ;; 5 § ?.% g 7 g £
9acoB cKoe SE§ SE¢ pabora S = z S = < 8
£ 3 2 3 (mpoekr), 8 g < = E
2 S 4acoB ‘g :s:.
1 2 8 4 5 6 7 8 9 10
IIK 2.1 — Paznea 1 mopyas. [IpuMmeHnenne nporpaMMHBIX M MPOrpaMMHO-aNapaTHBIX
IIK 2.6 CPEJICTB 3aIIUTHI HHGOPMAITIH
OK 01-OK 09 | MAK.02.01. [TporpamMHbIe 1 240 210 112 6 62 30 28 2 -
pOTrpaMMHO-anIapaTHEIE CPeCTBa
31U Thl HHPOPMALTUH
K 2.4 Paznen 2 moayas. [IpumeHenne kpuntorpaguyeckux CpesiCTB 3alUThI HHPOpMAIH 72 108
OK 01-OK 09 | M/IK.02.02. Kpunrorpaduueckue 196 144 88 - 56 - 52 - - (2 nen) (3 nex)
CpeJICTBA 3aIUTH HHOPMAIUH
YyeOHas IpakTHKa 72 - - - - - - - -
ITpon3BoACTBEHHAS IPAKTHKA 108 - - - - - - - -
Dk3aMeH (KBaTn(UKAIUOHHBIN ) 18 - - - - - - 18
Bcero: 634 354 200 6 118 30 80 2 18 72 108




3.2. TemaTH4yeCKHUil IJIAH U coAep:KaHue 00yUeHus mo npopeccnoHanbHomy moay/aro I1IM.02 3ammra napopmanmuu B
aBTOMATH3MPOBAHHBIX CHCTEMAaX MPOrPAMMHBIMHU M IPOrPAMMHO-ANNAPATHBIMH CPEICTBAMH

HaumenoBanme pa3jaesioB
npogeccHOHATLHOI0

OcoOeHHOCTH ABTOMATHU3WPOBAHHBIX CUCTCM B 3allITUIIICHHOM MCIIOJIHCHHH.

Ocuosuble Bl AC B 3aIMIIIEHHOM HCIOJHEHUH.

Mertoasl co3gaHus 0€30IMacCHBIX CHCTEM

Oo0bem
moayJs (ITM), Conep:xkanue yuye0HOro Mmarepuasa u GopMbl OPraHU3aANUM AeATEIbHOCTH 00y4al0IHUXCH YACOB
MEKIN CHUTITHHAPHBIX
KypcoB (M/IK) u Tem
1 2 3
PA3JAEJ 1 MOJAYJISA. IlpuMeHeHne NPOrPAMMHBIX U IPOrPAMMHO-ANNAPATHBIX CPEACTB 3alIUThl HHpopMannu
M/IK.02.01. TIPOTPAMMHBIE U ITPOT'PAMMHO-AIIITAPATHBIE CPEJICTBA 3AILIMTHI MHOOPMATIMN 240
Pa3znen 1. OCHOBHBIE IPUHIMIIBI IPOTPAMMHOM M IPOTPAMMHO-ANNAPATHOM 3a1IUTHI HHpOpMannu
Tema 1.1. Ilpenmer u Copaeprxanue yueOHOIo MaTepuasa
3a/1a4u IPOrpaMMHO- [TpenMert u 3a1a4u MporpaMMHO-aNnapaTHON 3aUTh HHYOpMAIHH 4
arapaTHOM 3aIlHThI OCHOBHbIE IOHATHS IPOrPaMMHO-AINAPaTHON 3alUThl UHPOPMAUU
vH(popMalmu Knaccugukaius METOJI0B M CpEACTB MPOTPaMMHO-AIMAPaTHON 3aIUTHl HHPOPMAaITUU
Tema 1.2. Cranmaptbl Coaep:xanue yueOHOro MaTepHaJia
0e30macHOCTH HopmatuBHble npaBoBbIE€ aKThl, HOPMAaTUBHbIE METOIMYECKUE JOKYMEHTBI, B COCTaB KOTOPBIX BXOIST TPEOOBAaHUS U
PEKOMEHIaIMK TI0 3aluTe HH(POpPMAIMK TPOTrPAMMHBIMH M IPOTPaMMHO-aNNapaTHbIMU cpeacTBamu. [Ipodunu
3alUThl MPOrPAMMHBIX U POTPaMMHO-ANNAPATHBIX CPEJICTB (MEKCETEBBIX IKPAHOB, CPEJCTB KOHTPOJISI ChEMHBIX 4
MAaIIMHHBIX HOCHUTENEH nH(OpMaIIH, CPEJICTB JOBEPEHHON 3arpy3KH, CPEJICTB aHTUBUPYCHON 3aIITUTHI)
CranpapTsl 110 3amuTe HH(OPMALIMU, B COCTaB KOTOPBIX BXOAAT TPeOOBAaHUS M PEKOMEHAAIINH 10 3allUTe
nH(}OpMaIIMK TPOrPAMMHBIMU U TPOTPAaMMHO-AIMAPATHBIMU CPEICTBAMHU.
JlabopaTropHble 3aHATHUS
0O0630p HOPMATUBHBIX MPABOBBIX AaKTOB, HOPMATUBHBIX METOJAMYECKUX JIOKYMEHTOB TI0 3allUTe HHPOPMAIIIH, B
COCTaB KOTOPBIX BXOJIAT TPEOOBAHUS U PEKOMEHAIMH T10 3aIIUTe HH(POPMAIIUU IPOTPaMMHBIMU U IIPOTPaMMHO- 6
anmapaTHbIMH cpeicTBaMu. PaboTa ¢ comepikaHreM HOPMaTUBHBIX TPABOBHIX aKTOB.
00630p cranmapToB. PaboTta ¢ copepkaHueM CTaHIapTOB
Tema 1.3. 3amuiennas Conep:xanue yueOHOTro MaTepuaJia
aBTOMATU3UPOBAHHAS ABTOMaTHu3aIMs npoiecca 00paboTKu HHPOPMALIUU
chcTEMA IToHsiTHE ABTOMATU3HUPOBAHHON CUCTEMBI. 6




MeTo0/10510THsl TPOEKTUPOBAHMSI TapaHTUPOBAHHO 3aiuieHHbIXx KC

JluckpennnoHHbIE MOJIEITN

ManjgaTHbele MOAETN

JlabopaTopHble 3aHATHS

VYyert, 06paboTka, XpaHeHue u rnepegada napopmanuu B AVIC

OrpaHnyeHue JOCTyIa Ha BXOJ B CHCTEMY.

Nnentndukanus n ayreHTUGUKAIMS T0JIb30BaTEIICH

Pasrpannuenue nocryna.

Perucrpanus coObITHIi (ayAnT). 10
KOHTpOIb IETOCTHOCTH JAHHBIX
YHUYTOXKEHHE OCTATOYHON MH(POPMAITUH.
VYnpasnenue nonutukoit 6esonacHocty. [abnonbl 6e30macHOCTH
Kpunrorpaduueckas 3ammura. O630p nmporpamm mu@poBaHus JTAHHBIX
VYnpanenue noiautukoil 6ezonacHocty. [labionsl 6e30macHOCTH
Tema 1.4. Coaep:xanue yueOHOro MaTepHaJia
Jlectabunusupyromiee VIcTOYHWKH eCTaOMIM3UPYIOMIET0 BO3ICHCTBUS HAa OOBEKTHI 3alITUTHI 4
BO3/ICHCTBHE HA OOBEKTHI CrniocoObl BO3/IeHCTBUSI HA MH()OPMAIIHIO
3alMThI [TprunHbI 1 yCIOBUS 1€CTAOUIM3UPYIONMETO BO3ACHCTBHS HAa HH(OPMAITHIO
JlabopaTopHble 3aHATHS 4
Pacrnipenenenne kaHajioB B COOTBETCTBUM ¢ UCTOYHUKAMU BO3AEHCTBHSI Ha MH(POPMAIUIO
Tema 1.5. IIpuHnumne Copepxanue yueOHOIro MaTepuaJa
MIPOrpaMMHO-anapaTHON [ToHsITHE HECAaHKIIMOHMPOBAHHOT'O JJOCTYNA K MH(OpMaIIK
3aIMThl ”HYOPMALUK OT OcHoBHbIE I0/1X0/1bI K 3amuTte nHpopmarmu ot HCJ|
HCCAHKIIMOHUPOBAHHOT'O Opranuzanus goctyna K (ainaM, KOHTPOJIb AOCTYNA U pa3rpaHUYEHUE JIOCTYIa, HepapXUUECKHM JOCTYH K daiinam. 8
J0CTyna ®dukcarnus gocryna K ¢dainam
JloCcTyl K TaHHBIM CO CTOPOHBI IIpoLiecca
Oco0eHHOCTH 3a1UTHl JaHHBIX OT u3MeHeHnus. [lludposanue.
JlabopaTopHble 3aHATHS
Opranu3anus goctyna K Qaiinam 4
O3HaKOMJIEHHE C COBPEMEHHBIMH NMPOTrPAMMHBIMU UM ITPOTrpaMMHO-aNnapaTHeIMU cpeacTBamMu 3ammThl oT HCJJ
Pa3ned 2. 3ammTa aBTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. OcHoBbl 3amuTel | Coep:kaHue y4eOHOT0 MaTepHasa 5

ABTOHOMHBIX

Pabota aBroHoMHO#1 AC B 3aIIMIIIEHHOM PEKUME




ABTOMATU3WPOBAHHBIX
CHUCTEM

Anroputm 3arpy3ku OC. IllTaTHble cpeacTBa 3aMbIKAHUSI CPENIbI

Pacmupenue BIOS kak cpeacTBO 3aMbIKaHUSI IPOTPAMMHON CPEJIbI

CucreMbl TUIA DJIEKTPOHHBIN 3aMOK. 93 C IPOBEPKOM LIEIOCTHOCTH NporpamMmHoi cpeasl. [lonsitue AM/I3
(noBepeHHas 3arpys3ka)

HpI/IMeHeHI/Ie 3aKJIaJIOK, HAITPABJICHHBIX HA CHUXKCHHC 3(1)(1)CKTI/IBHOCTI/I CpCACTB, 3aMBIKAIOIIUX CPEOY.

Tema 2.2.3ammra
MPOrpaMM OT U3YICHHSI

Coaep:xanue yueOHOT0 MaTepHaJia

N3yuenue u obpaTHoe npoektupoBanue [10

Crnioco6s1 n3yuenus [10: craTnueckoe M TMHAMHYECKOE U3yUCHHE

3&,[[3‘11/1 3alllMTEI OT U3YUCHUA U CII0COOBI HX pEeUIICHUA

3ammra OT OTIaIKH.

3amuTa OT AU3acceMOIMpPOBaHUS

38.H_II/ITa OT TPAaCCUPOBKH I10 IIPCPLIBAHUSM.

Tema 2.3. BpenonocHoe
pOrpaMMHOE 00eCTIeueHHE

Coaep:xanue yueOHOTro MaTepHuaJia

BpenonocHoe nporpammHoe obecrieueHrne Kak 0coOblil BUJI pa3pylIaloIuX BO3ACHCTBUN

Knaccugukarus BpegoHOCHOTO IporpaMMHOro obecneueHust. Cxema 3apakenust. CpencTBa HeHTpanu3anuu
BpenonocHoro [10. [IpodunakTrka 3apaxeHus

IMouck cienoB aktuBHOCTH BpeaoHocHoro I10. Peectp Windows. OcHOBHBIE BETKH, COJiepKaIiye HHOOPMAIIUIO O
BpenonocHoM [10. Jlpyrue o0bekThI, coneprkaiue nadopmaiuio o Bpegonocaom 10, daiiner prefetch.

bot-nersl. [IpuHuun ¢yHkumonupoBanus. Metosibl 0OHapyKeHUs!

Knaccudukanus anTuBUpyCHbIX cpeAcTB. CUTHATYpHBIN U 3BPUCTUYECKHUI aHAIN3

3amuTa OT BUPYCOB B "py4HOM pexume”

OCHOBHBIE KOHIIENIIMH TOCTPOCHUS CUCTEM AHTUBUPYCHOM 3aIIMTHI HA NIPEPUSITHH

JlabopaTopHble 3aHATHS

[Ipumenenus cpecTB uccienoanus peectpa Windows [uist HaX0XJIeHHs CIISI0B aKTHBHOCTH BpetoHocHoro [10

Tema 2.4. 3amuTa
MPOrpaMM U JIaHHBIX OT
HecaHKHI/IOHI/IPOBaHHOFO
KOMTUPOBAHUS

Conep:xanue yueOHOTro MaTepuaJia

HecankumonnpoBanHoe konuposanue nporpamm kak tun HCJ{

IOpI/I)II/I‘IeCKI/Ie ACIICKTbl HCCAHKIIMOHHUPOBAHHOI'O KOITMPOBAHUSA IIPOTrpaMM. O6H1ee IIOHATHUEC 3allIMThI OT
KOIMUPOBAHU.

ITpusaska [10 k annapaTHOMY OKPYXEHHUIO M HOCUTEIISIM.

3anMTHBIE MEXaHU3Mbl B COBPEMEHHOM IIporpaMMHOM obecnieueHnn Ha npumepe MS Office

JlabopaTtopHble 3aHATHSA

3aHH/ITa I/IH(i)OpMaHI/II/I OT HCCAHKIMMOHHWPOBAHHOI'O KOIIMPOBAHUA C NCITOJIB30BAHHUEM CIICHUATIM3UPOBAHHBIX
IMPOrpaMMHELIX CPEACTB




3amuTHBIE MEXaHU3MbI B iprioxkeHusx (Ha mpumepe MSWord, MSExcel, MSPowerPoint)

Tema 2.5. 3amura
uHpoOpMaUy Ha
MAaIIMHHBIX HOCHTEIISX

Conep:kanue y4eOHOT0 MaTepuaJia

[TpoGnema 3amuThl OTYyK1aeMbIX KoMnoHeHTOB [I9BM.

MeToap! 3amuThl THPOPMAIIMH Ha OTYYKJaeMbIX HocuTensix. Hludposanue.

CpencTBa BOCCTaHOBJICHUS OcTaTOUHOM MHpopManyu. Co3aaHue NOCeKTOpHbIX 00pa3zoB HXKM/I.

[TpuMeHeHHe CpeaCcTB BOCCTAHOBJICHUS OCTATOYHON MH(OPMAIMH B CyI€OHBIX KPUMUHAINCTHYECKUX IKCIEPTH3aX
U IIpY paccieloBaHUK HHIKMAeHTOB. HopmaTuBHas 6a3a, JOKYMEHTHPOBAHUE PE3yJIbTaTOB

be3Bo3BpaTHOE ynasieHHe JaHHBIX. [I[pUHINIIBI U AITOPUTMBI.

JlabopaTtopHble 3aHATHSA

[TpumeHeHue cpecTBa BOCCTAHOBIICHUS OCTaTOYHOM HH(OpMaIK Ha mpuMepe Foremost unu ananora

[IpuMeHeHne criennaIn3uPOBaHHOTO IPOTPAMMHO CPEJCTBA JJIsi BOCCTAHOBJICHHUS YIAJICHHBIX (DailJIoB

HpI/IMeHCHI/Ie IIporpamMm JJist 6C3B03BpaTHOl"O YAAJICHUS JaHHBIX

[Tpumenenne nporpaMm asisi UGPOBAHMS TAaHHBIX HA CheMHBIX HOCHUTEISX

Tema 2.6. AnnapaTHble
CpeaCTBa UJIEHTU(UKALIUN
U ayTeHTUUKAIUU
II0JIb30BaTENEN

Coaep:xanue yue0HOro MaTepHaJia

TpeboBaHus K anmapaTHBIM CPEICTBAM UIACHTU(UKAIIUK U ayTeHTU(UKALIUH TT0JIb30BaTeNeH, MPUMEHsIeMbIM B O3 1
AIIM/I3

VYcrpoiictea Touch Memory

Tema 2.7. CucreMsl
OoOHapyKEeHHsI aTak U
BTOP>KEHUI

Coaep:xanue yueOHOTo MaTepHaJia

COB u COA, otnnuus B pyHkimsax. OcHoBHbIE apxuTekTypsl COB

Hcnonbs3oBanue ceteBbix cHU(pdepoB B kauectse COB

Arnmnapartssiii komnoHeHT COB

[Tporpammusiii komnoneHT COB

Mozenu cuctembl 00HapykeHus: BTopskeHuil, Kinaccudukanus cucrem o6HapyxeHus BTopskeHuil. O6HapyxeHue
curdaryp. O6HapyxeHue anoManuil. Jlpyrue MmeTo1pl 0OHapyKEHUs! BTOPKEHUH.

JlabopaTropHble 3aHATHUS

MOI[GJ'II/IpOBaHI/IC IMPOBCACHUS aTAKU. I/I3yquI/Ie HHCTPYMCHTAJILHBIX CPCIACTB 06Hapy>KCHI/I$I BTOp)KeHI/Iﬁ

Pasznea 3. 3amura undgopmanum B JIOKAJIbHBIX CETAX

Tema 3.1. OcHOBEI
HOCTpO@HI/Iﬂ 3AIIUIICHHBIX
ceren

Coaep:xanue yueOHOro MaTepHaJia

Cetn, paboTaNIIKE MO0 TEXHOJIOTUHA KOMMYTAITUU TTaKETOB

Crek npotokosioB TCP/IP. OcoGeHHOCTH MapHIpyTH3ALUH.

IITaTHble cpeacTBa 3auIUThl HHPOpMalHu creka npotokonos TCP/IP.

CpenctBa nacHTH(OUKAIMN 1 ayTeHTH()UKAIMK Ha pa3HbIX ypoBHAX mpoTokosia TCP/IP, mocronHcTBa, HEAOCTATKH,
OTpaHUYECHUSL.




IIpakTnyeckue 3ansaTus

AyrenTudukanus, ocHoBanHas Ha IP-anpece. HetexHuueckue Mepsl 3alIUThl OT BHYTPEHHUX yIpo3 4
Tema 3.2. Cpencrsa Coaepxxanue yueOHOIo MaTepuasa
opranuzanuu VPN BuptyanbHas yactHas cetb. OYHKIMH, HA3HAYCHHE, TPUHIIUI TOCTPOCHUS
Kpunrorpaduueckue n Hekpuntorpapuieckue cpeactra opranuzanuu VPN 6
Ycrpoiicta, o6pazyromniue VPN. Kpunromapmpyruzarop u KpuntopriibTp.
Kpunropoyrep. IlpuHunmnel, apXuTekrypa, MOJENIb HApYUIUTENS, JIOCTOMHCTBA U HEJOCTATKH
KpunropuisTp. [IpuHIMIEL, apXUTEKTypa, MOJIENIb HAPYIIUTENs, JOCTOMHCTBA M HEOCTATKU
JlabopaTopHble 3aHATHSA
2
PasBeprteiBanue VPN
Pasnen 4. 3ammra nHGopManum B ceTsix 0011ero J0CTyna
Tema 4.1.06ecnieuenne Coaep:xanue yueOHOTo MaTepHaJia
0e30macHOCTH MeTo/p1 3a1uThl HHGOPMaIMK U paboTe B CETAX OOIIEro JOCTyIA.
MEXCETEBOI0 MesxcereBbie dkpanbl Trma firewall. locronHcTBa, HEAOCTATKU, peaIU3yeMble ITOJIUTUKU O€30IaCHOCTH
B3aNMO/ICHCTBUS Ocuosubie Tunbl firewall. Cumverpuunsie u Hecummerpuunsie firewall.
Ypogens 1. [TakeTHbIe QUIBTPHI
Yposensb 2. GunbTpanusi ciryx0, MOUCK KIIOYEBBIX CJIOB B TEJIE MAKETOB HA CETEBOM YpPOBHE. 10
Yposens 3. Proxy-cepBepa NpUKJIQAHOTO YPOBHS
OnHOXOCTOBBIEC M MyJbTHXOCTOBBIE firewall.
OCHOBHbIE THITBI apXUTEKTYp MyIbTUX0CTOBBIX firewall. TpeboBaHus K KaXIOMY XOCTY HCXOJIs M3 apXUTEKTYPhI U
BBINOJIHAEMBIX (PYHKIIMH
TpeboBanust o cepTuUKALNY MEKCETEBBIX IKPAHOB
JlabopaTopHble 3aHATHS
W3zyuenue u cpaBuenue apxurekryp Dual Homed Host, Bastion Host, Perimetr. 4
M3yueHne pa3InyHbIX CIOCOOOB 3aKpBITUS "OMacHBIX" OPTOB
Pasznea S. 3amura undgopmanumn B 6a3ax JaHHBIX
Tema 5.1. amura Copepxanue y4eOHOIro MaTepuaJa
nHpopmanuu B 6azax OcHoBHbIE TUIIBI YTp03. Moenb HapymuTens
JAaHHBIX CpenacTBa HIeHTH(QUKAIUHN U ayTeHTU(DUKAIMK. YTIpaBlIeHUE T0CTYIIOM 5

Cpe,Z[CTBa KOHTPOJIA OCJIOCTHOCTU I/IH(bOpMaI_II/II/I B 0azax JaHHBIX

CpenctBa ayanta 1 KOHTpoJs 6e3omacHocT. Kputepuu 3amuiieHHoCTH 0a3 TaHHbBIX

[TpumeHeHne Kkpunrorpaduyeckux CpeiCTB 3aUThHI HHPOpPMALUHU B 0a3ax JaHHBIX




JlabopaTtopHble 3aHATHSA

N3yuenne mexann3amoB 3amuthl CYB/] MS Access

N3yuenne mratHbix cpencts 3amuTsl CYBJ MSSQL Server

Pa3znes 6. MOHUTOPHMHI CHCTEM 3alIIUThHI

Tema 6.1. MoHuTOpUHT
CHCTEM 3aIIUTHI

Coaep:xanue yueOHOTo MaTepHaJia

[TonsiTre u 060cHOBaHHE HEOOXOANMOCTH MCIIOIB30BAHMSI MOHUTOPUHTA KaK HEOOXOJMMOM KOMIIOHEHTHI CHCTEMBI
3alIUThl UH(OpMAIHH

OcobenHoCTH (UKCAIMK COOBITHI, TOCTPOCHHBIX Ha Pa3HBIX IPHUHIKIIAX: CETH ¢ KOMMYTAIMEH COCIMHEHHM, CETh C
kommyTanuei makeros, TCP/IP, X.25

Knaccugukanus orcnexxnBaeMbix coObITuidi. OCOOEHHOCTH MOCTPOCHUS] CUCTEM MOHUTOPHHTA

HcTounnku nHGOPMAIIUY JIJIsl MOHUTOPUHTA: CETEBbIE MOHUTOPBI, CTATUCTUYCCKHE XapaKTEPUCTUKU TpaduKa dyepes
MD, npoBepka pecypcoB 00IIEro MOJIb30BaHMS.

Knaccudukanus ceTeBbIX MOHUTOPOB

CucreMsl ynpasieHusi COObITUAMU HH(OpMaLoHHON O6e3onacHocTH (SIEM).
0630p SIEM-cuctem Ha MUPOBOM U POCCHIICKOM PBIHKE.

JlaboparopHble 3aHATHUS

M3ydeHune u CpaBHUTEIBHBIN aHAIM3 PacIIPOCTPAHCHHBIX CETEBBIX MOHUTOPOB Ha npumepe RealSecure, SNORT,
NFR win npyrux ananoros

ITpoBenenue ayaura JIBC ceTeBbIM CKaHEPOM

IIpakTHYeckHe 3aHATHA

Krnaccudukanust HHCTpyMEHTaIBHBIX CPEJICTB aHAJIN3a YA3BUMOCTEN

Tema 6.2. 3yuenue mep
3aluThl HH(OpPMaLIUU B
MH(POPMAIIMOHHBIX
CUCTEMax

Coaep:xanue yueOHOIro MaTepHaJia

N3yuenue TpeboBaHumii 0 3amute nHOOPMAIUHU, HE COCTABIISIONIECH rOCyIapCTBEHHYIO TaliHy. M3ydeHue
Meroandeckux 10kyMeHToB @PCTOK no npruMeHeHu0 Mep 3allUThI.

JlabopaTropHble 3aHATHUS

Br16op Mep 3amuTel HHGOPMALIKUY AT UX pean3alui B HH(OPMAIIMOHHOM cucteMe. BrIOOp cOOTBETCTBYIOMINX
IIPOrPaMMHBIX U MPOTPaMMHO-aNapaTHBIX CPEJCTB M PEKOMEHAALUN IO X HACTPOUKE.

Tema 6.3. 3yuenue
COBPEMEHHBIX
MIPOTrpaMMHO-aNIMapaTHbIX
KOMILJIEKCOB.

Conep:kaHue y4eGHOr0 MaTepuajia

M3y4yenue TMNoBBIX penienuit aist noctpoenuss VPN Ha npumepe VipNet wim npyrux ananoros

M3y4yeHne cOBpeMEHHbBIX CHCTEM aHTUBUPYCHOM 3alMThI HA TpUMepe KopropatuBHbIX perrenuii KasperskylLab wmu
JPYTUX aHAJIOrOB

N3y4enune pyHknnonana u obnacreit npumenennst DLP cucrem Ha npumepe InfoWatchTrafficMonitor wiu npyrux



https://www.infowatch.ru/products/traffic_monitor_enterprise

aHaJIOI'OB

JlabopaTtopHble 3aHATHSA

VcraHOBKA M HACTPOMKAa KOMIUIEKCHOTO cpezicTBa Ha npuMepe SecretNetStudio (yueOHas JTHIIEH3US) WU JPYTHX

aHAJIOTOB 6
VYcTaHOBKa M HACTPOMKA IIPOTPAMMHBIX CPEJICTB OLEHKH 3alUIIEHHOCTH U ayAuTa MHPOPMALMOHHON
0e301acHOCTH, N3yyeHHne (YHKIMN 1 HACTPOIKa peKMMOB paboThl Ha mpuMepe MaxPatrol 8 uimu 1pyrux ananoros
KouncyabTanuu 2
Kypcosas padora
IIpumepHasi TeMaTHKAa KypPCOBBIX padoT
1. Ouenka 3 PeKTHBHOCTH CYIIECTBYIOIIUX MTPOrPAMMHBIX M ITPOrPAMMHO-AIIIAPATHBIX CPEICTB 3AIIUTH HHPOPMALIUU C IPUMEHEHUEM
CHELUATU3UPOBAHHBIX MHCTPYMEHTOB U METO/I0B (MHAUBUyaIbHOE 3a/laHHE)
2. O030p u aHATH3 COBPEMEHHBIX MTPOrPAMMHO-AIAPATHBIX CPECTB 3aIUTH HHYOpMAIK (MHIUBUIYaIHHOE 3a/IaHUE)
3. BbIOOp onTHMaNbHOIO CpesCTBA 3alUTh HH(POpMaK ucxoas u3 meroanyeckux pekomenaauii @CTOK 1 uMeromuxcst UCXOAHBIX 1aHHBIX 30
(MHIMBUYaJIbHOE 3aJIaHUE)
4. IlpumeHeHHE NPOrpaMMHO-ANNAPATHBIX CPEACTB 3alUThI HH(GOPMALMK OT PAa3IMYHBIX TUIIOB YTPO3 HA NPEANPUITUN (MHAUBUIYAIbHOE
3a/1aHHE)
5. IlpoGnema 3amuThl HHGOPMALMU B 00JaUHBIX XpaHwInax AaHHbix u [1O/Jax
6. 3ammra cpen BUPTyaTU3aIiu
IIpumepHas TeMaTHKa caMocTOsITe1bHOM padoTsl npu n3ydyennu MJ/IK.02.01 28

arODE

N3ydyeHne HOBBIX TEXHOJIOTUN XpaHEHUs! HHPOpMAIIU

CraTHcTuKa M aHAJIN3 KPYITHBIX yTeUeK HH(POPMAIIUH 3a roJ

[Touck nHpopMauu o0 HOBBIX BH/IaX aTak Ha HH(OPMALIMOHHYIO CUCTEMY

O030p COBpeMEHHBIX TPOrPAMMHBIX M IPOrPaMMHO-AIIAPATHBIX CPEJCTB 3aALUTHI

CpaBHUTENBHBIN aHAJIN3 COBPEMEHHBIX IPOrPAMMHBIX U IPOrPaMMHO-alIapaTHBIX CPEJCTB 3aIIUThHI

HpnMeprle BH/IbI CAMOCTOSITE/ILHBIX PA0OT NP U3y4eHNH pa3aena 1 Mmoay.aast

Cucremarnydeckasi mpopadOTKa KOHCIIEKTOB 3aHATUH, yUeOHOU U CTICIIMAIbHON TEXHUYECKOU TUTEepaTypsl (110 BOMpocaM K rmaparpadam, riaBam
y4eOHBIX TTOCOOUM, COCTABICHHBIM MPEIOIaBaTEIIEM )

[ToaroroBka K MpakKTUIECKUM pabOTaM C UCIIOJIH30BAHNEM METOAMYECKUX PEKOMEH AN MperoaaBaTesisi, 0hOopMIICHHE MPAKTHIECKUX padoT,
OTUETOB K UX 3aIHUTE.

Pabota Hag KypcOBBIM MPOEKTOM (pabOTOM): MIIaHWPOBAHKE BHIMOJIHEHHSI KYPCOBOT'O MTPOeKTa (paboThl), onpeiesieHne 3a1a4 padoThl, U3yYeHHE
JUTEPATYPHBIX HCTOYHUKOB, IPOBEJICHNUE MPEANPOEKTHOIO UCCIEIOBaHUSI.




PA3JIEJ 2 MOAYJISA. IlpumMeHeHne KpUNTOrpa)u4ecKUX CPeICTB 3aIUThI HHGOpMaLul

M/IK.02.02. KPUIITOITPAOUYECKUE CPEJACTBA 3AIIITHI MHOOPMAILIMN 196
Beenenue Copep:kanue y4eOHOIro MaTepuaJa 5
[Tpenmer u 3agauun kpunrorpaduu. Mcropus kpunrorpadun. OCHOBHBIC TEPMHUHBI
Pa3znen 1. MaremaTnueckue OCHOBBI 3alTUTHI HHGOPMAITUU
Tema 1.1. Maremaruueckue | Coaep:kaHue y4eOHOr0o MaTepuaa
OCHOBBI KpUItorpapuu DJIEMEHTHI TEOPUU MHOKECTB. [ pynIibl, KosbIla, MoJsl.
Jemumocts uncen. [Ipusnaku nenumoctu. IIpocTeie U cOCTaBHBIE YnCa.
OcHoBHas TeopeMa apudmerrku. Hanbonpimmii o0uuii nenurens. BzauMuo
npoctble yncia. AnroputM EBkinaa aiig Haxoxaenus HOJL.
OtHomenus cpaBauMocTH. CBOWCTBA CpaBHEHMI. MoaynsipHasi apudMeTHKa.
Kuaccsl. Ilonnas u npuBenenHas cucrema BoiueToB. OyHkius Jitniepa. Teopema depma-Oiinepa. Anroputm
OBICTPOTO BO3BE/ICHUS B CTEIICHD 110 MOJTYJIIO. 26
CpaBHenus nepBoi crenenu. JIuneitnsie uodanToBsl ypaBHeHus. Pacimpennsiii anroput™ EBknuaa.
Kuraiickast Teopema 00 ocTaTkax.
[IpoBepka yricen Ha MPOCTOTY. AJITOPUTMBI T€HEPAIIUU MPOCTHIX Yucell. MeToa npoOHbIX AeneHuil. Pemero
OparocpeHa.
PaznoxeHne yrcna Ha MHOKHTETH. AnropuT™bl Gakropusanun. @aktopuzaius @epma. Merox [lommapa.
AnroputMmsl nuckpeTtHoro jorapudmuposanus. Meton [ommapaa. Meton Hloppa.
Apudmernueckue onepanuu HaJl 00JIbIIMMU YUCIaMHU.
DJUIUNITHYECKUE KPUBBIE U X TPUIIOKEHUS B KpUOTOTpaduu.
JlabGopaTopHble 3aHATHUS
[Tpumenenue anroputma EBknnaa qig naxoxaenus HOJI. Pemenune nuneitHbIX 110GaHTOBBIX YpaBHEHUN 5
IIpoBepka yucesr Ha IPOCTOTY
Pemenne 3aa4 ¢ 31eMEHTaMM TEOPUU YHCEIL.
Paznen 2. Knaccuueckast kpuntorpadus
Tema 2.1. MeTtonsl Coaep:xanue yueOHOIro MaTepuaJia
KpunTorpaduueckoro Krnaccudukanys 0CHOBHBIX METOJIOB KPUNTOTrpadudeckoid 3amuThl. MeTO bl CAMMETPUYHOTO MIU(PPOBAHUS
3aIU Tl MH(OpMaKK udpet 3amensl. [Ipocras 3amMena, MHOroaagpaBuTHas NOJCTAHOBKA, MPONOPLUHUOHAIBHBIN UGD 8
MeTtosl nepecTaHoBKH. TabnuvHas epecTaHoBKa, MaplIpyTHas MepEeCTaHOBKA
I"ammupoBanue. ['aMmMmupoBaHye ¢ KOHEYHON M OECKOHEUHOI raMMaMu
JlaboparopHble 3aHATUA 6

HpI/IMCHCHHe KIIaCCHYCCKUX H_II/I(I)pOB 3aMCHBI




[TpumMeHeHne KIaccu4ecKuX MugpoB NepecTaHOBKU

HpI/IMeHeHI/Ie MCTOJa raMMHPOBAaHNA

Tema 2.2. Kpunroananus

Copep:kanue y4eOHOIro MaTepuaJa

OcHoBHBIE MeTO1bI KpunToaHanusa. Kpunrorpaguueckue ataku.

Kpunroraduueckas cToikocTb. AGCOIIOTHO cTOoKKMe kpuntocucTeMbl. [Ipuaimner Kupkxoddcea 8
[lepcnekTrBHBIC HANPABIICHUSI KPUNTOAHAIN3a, KBAHTOBBIN KPUITOAHAIINS.
JlaboparopHble 3aHATHA
Kpunroananus mmdpa npocToif 3aMeHbl METOI0M aHAJIN3a YaCTOTHOCTH CHMBOJIOB 10
Kpunroananus kinaccuueckux mu@poB METOJOM HOJTHOTO rnepedopa KIIouei
Kpunroananus nmdpa Brxunepa
Tema 2.3. Ilorounble Coaeprxanue yueOHOIro MaTepuaJa
Pl U TeHEPATOPHI OcHOBHBIE NPUHIUIIBI TOTOYHOTO MH(poBanus. [Ipumenenue reneparopon [1CY B kpuntorpadguu 4
MICEBAOCITYYalHbIX YUCEN MeTo/16I TOJTy9eHUs TICeBIoCTy4YaitHbIX nocienoBatensHoctel. JIKD, meton ®ubonauun, meton BBS.
JlabopaTropHble 3aHTUSA 9
[Tpumenenue metoaoB redeparuu [ICY
Paznen 3. CoBpemenHast kpunrorpadus
Tema 3.1. KogupoBanue Coaep:xanue y4eOHOro MaTepHuaJia
uHpOpMaLnu. Komuposanue nnpopmarmu. CumBoabHOE KoaupoBanre. CMBICIIOBOE KOIUpoBaHKe. MexaHu3anus mudpoBaHusl.
Komnsrorepuzanms [Ipencrasnenne nndopmanuu B 1eonuHoM koje. Tadbnuma ASCII 6
U PpPOBaHUS. Komnerorepuszanus mudposanus. AnmnapatHoe U nporpaMMmHoe mudposanre CtanaapTusanus IporpaMMHO-
anmnapaTHBIX KPUNTOrpadUIeCKUX CUCTEM H CpeIcTB. M3yueHrne COBpPEeMEHHBIX MTPOTPaMMHBIX U ammapaTHBIX
KpUNTorpauueckux cpeacTs
JlabopaTopHble 3aHATHS
KoaupoBanue napopmanmu 6
[IporpaMMHas peanuzanys KJIaCCUYECKUX MHPPOB
M3yyeHune peaqn3anny KJIacCHUECKUX MH(POB 3aMeHbI U nepecTaHoBKH B mporpamme CrypTool wim ananore.
Tema 3.2. Cummerpuunbsie | CoaepskaHue y4eOHOI0 MaTepuaJa
CHCTEMBI MU(POBAHUS O6mue ceenenns. CTpyKTypHasi cXxeMa CHMMETPUYHBIX KPUNITOTPaQUUeCKHX CHCTEM 4
OteuectBennbie anroputMbel Marma n Kysneunk u crangaptel [OCT P 34.12-2015 u TOCT P 34.13-2015.
Cummerpuunsbie anroputMel DES, AES, TOCT 28147-89, RC4
JlaboparopHble 3aHATUA
N3yuenne mporpaMMHO# peann3aiii COBPEMEHHBIX CUMMETPUYHBIX MU (PPOB 4




Tema 3.3. AcummeTpu4HbIE
cUcTeMbl IN(POBAHUS

Coaep:xaHue yueOHOIro MaTepuaJia

Kpunrocucremsl ¢ oTKpbITHIM KiIt04oM. HeoOpatumocTs cucteM. CTpyKTypHas cxema UG POBaHUs C OTKPHITHIM
KJIFOUOM.

DJeMEHTHl TEOPUHU YUCEIl B KPUNITOTPA(UU C OTKPHITHIM KIIFOYOM.

JlaboparopHble 3aHATHA

IIpuMeHeHHe pa3IMYHbIX aCUMMETPUYHBIX AJITOPUTMOB.

W3ydyenue nporpaMMHOIl peanusaiiii aCMiMMeTpuYHOro anropurma RSA

Tema 3.4. Ayrentuduxanus
TaHHBIX. DIIEKTPOHHAS
MIOJIITHCh

Coaep:xaHue y4eOHOIro MaTepuaJia

Aytentudukamus gaaaeix. O6mme nmousatus. I11. MAC.
OpHOHAIpaBJICHHBIC XeII-(QDYHKIIUU. AITOPUTMBI ITU(PPOBOI MOAIHCH

JlabGopaTopHble 3aHATHUS

[Tpumenenne pa3nuuHbIX GYHKIMHN XEIIMPOBAHMs, aHAIU3 0COOCHHOCTEH Xelen

[Tpumenenne kpunrorpaguuecKnx aTak Ha XenI-() yHKIIHH.

W3ydenne mporpaMMHO-anmapaTHbIX CPEACTB, PEaU3YIONINX OCHOBHbIE QpyHKImu D11

Tema 3.5. Anroputmsl
oOMeHa KIIFoUeH U
MIPOTOKOJIBI
ayTeHTU(UKALUN

Coaep:xaHue yueOHOro MaTepuaJia

ANTOpUTMBI pacpeesICHNs KIIIOUEH C IPUMEHEHUEM CUMMETPUYHBIX U ACUMMETPUYHBIX CXEM
[TpoTtokouns! ayrenTrdukanmuu. Bzanmuas ayrentudukanus. OTHOCTOPOHHSS ayTeHTU(UKAIIS

JlabopaTopHble 3aHATHUS

[Tpumenenue npotokona Judpu-Xemmana s oOMeHa Kiro4aMu mMuGpoBaHusl.

W3y4yeHne MPUHIMIIOB paboThI IPOTOKOJIOB ayTEHTH(UKAIIMN C UCIIOJIB30BaHMHEM JIOBEPEHHON CTOPOHBI Ha IIPUMEPE
nporokosa Kerberos.

Tema 3.6. Kpunrozamura
nH(OPMAIIUU B CETIX
rnepenavyu JaHHbIX

ConepxaHue y4eGHOro MaTepuaJjia

AboneHnTckoe mudponanue. [Taketnoe mudpopanue. 3ammTa eHTpa reHepanuu kiarodeil. Kpunromapipyruzarop.
[TakeTHbIN QUIBTp

Kpunrorpaduueckas 3amura 6ecripoBOIHbIX COeIMHEHUH B ceTsax cranaapta 802.11 ¢ ucnonbp3zoBaHuemM
nporokosioB WPA, WEP.

Tema 3.7. 3amura
nH(popmManuu B
AJIEKTPOHHBIX MIATEKHBIX
cUCTEMax

Coaep:xaHue yueOHOro MaTepuaJia

[TpuHIUIBl GYHKIIMOHUPOBAHUS SJEKTPOHHBIX IJIATEKHBIX CUCTEM. DJIEKTPOHHBIE TNIACTUKOBBIE KapThI.
IlepconanbHbIN HIEHTU(UKAIIMOHHBIA HOMEP

HpI/IMCHCHHC KpI/IHTOFpa(I)I/I‘{CCKI/IX IMPOTOKOJIOB IJIA obecneueHns 0€30IaCHOCTH BHCKTpOHHOﬁ KOMMCPIHWH.

JlaboparopHble 3aHATUA

HpI/IMCHCHHe aYTeHTI/I(pI/IKaL[I/II/I 10 OJTHOPA30BBIM IMAPOJISAIM. Peann?,aum{ AJITOPUTMOB CO3OaHU OTHOPA30OBBIX naponeﬁ




Tema 3.8. KomnbrorepHas Coaeprxanue yueOHOro MaTepuaJia

CTeFaHOI‘pa(bI/IH CKpBITaH nepcaada I/IH(I)OpMaI_[I/II/I B KOMIIBIOTCPHBIX CUCTCMAX.

[Tpobnema ayreHTHPHUKAIMY MYTHTUMEAUUHON HHPOPMALIMH. 3aIuTa aBTOPCKUX MPAB. 6
MeToppl KoMIbIOTepHOM cTeranorpadun. Llndpossie BogsHbIE 3HAKH. ANTOpUTMBI BcTpanBanus 11B3
JlaboparopHble 3aHATHA
0O0630p U cpaBHUTENBHBIN aHanu3 cymecTByomero [10 s Bcrpananwus 1[B3 2
Peann3anus npocreiimux creraHorpau4eckux aJropuTMOB
IIpumepHast TeMaTHKa caMocTOsITeIbHOM padoTsl npu n3yvyennu MJ/IK.02.02
1. Hcropust pa3BuTHs Kpunrorpaduu
2. [IporpammHas peanu3anus KJIacCHYECKUX MUPPOB
3. OnTuMu3aius METOI0B YaCTOTHOT'O aHAIM3a MOHOAI(haBUTHBIX HIM(POB.
4. [IporpammHas peanu3anus KJIacCHYECKUX MUPPOB
S. Metozap! MexaHu3aluu MU (POBAHUSL
6. Hudposoe npeacraBieHne pa3anuHbix GopM HHPOpMALTUU 59
7. AHaJn3 COBPEMEHHBIX CHMMETPUYHBIX KPUIITOAJITOPUTMOB
8. AHaln3 COBPEMEHHBIX aCHMMETPUYHBIX KPHIITOAJITOPUTMOB
9. [TporpammMHas peann3anus COBPEMEHHBIX KPUIITOAITOPUTMOB
10.  CpaBHHTENbHBINH aHATU3 GYHKIUH XEIIUPOBAHUS
11. AyteHntudukarms cooOeHmit
12. 3aKOHOAATENBCTBO B 00JACTH KpUNTOrpaduuecKon 3a1uThl HH(POpMaLuu
13.  IlepcnexkTHBHbIE HapaBJIeHUs KpUnrorpadpuu
IIpumepHbIe BUABI CAMOCTOSITEILHONH PadoThI NPU U3YYeHUH pa3jiesia 2 MOayJIs
Cuctematnueckasi popaboTKa KOHCIIEKTOB 3aHATHH, ydeOHON U crielualbHOW TEXHHUUECKON JIUTepaTypsl (110 BoIlpocaM K naparpadam, riaBam
y4eOHBIX TTOCOOUH, COCTABIIEHHBIM ITPETIO/IaBaTEIEM )
[ToaroToBka K mpakTUYECKUM pabOTaM C UCHOIb30BAHUEM METOIMUYECKUX PEKOMEHAalui npenoaasaresns, ohopMieHne 1abopaTopHo-
MPAKTUYECKUX pabOT, OTYETOB K MX 3alINTE.
IIpome:xkyrounasi arrectanusi [1M.02 18
YueOHas npakTHKa 1o pasaeay 1 moxyns
Buab1 pa6or: 72

- IlpuMeHeHue NporpaMMHBIX U MPOrPaMMHO-AMIAPATHBIX CPEACTB oOecrieueH s MHPOPMAIIMOHHOM 6€30MaCHOCTH B aBTOMaTU3UPOBAHHBIX
cUcTeMax




- JlmarHoctuka, yCTpaHEHHE OTKa30B U oOecneueHne paboTocrmocoOHOCTH POrpaMMHO-AIIapaTHBIX CPECTB oOecneueHns HH)OPMAIIMOHHOM
0e30IMacHOCTH

- Omenka 3 GeKTUBHOCTH MPUMEHSIEMBIX MPOTPAMMHO-ANTIAPATHBIX CPEICTB 0OecTieueHus: THPOPMAITMOHHON 0€30MacHOCTH
- CocraBiieHHE JOKYMEHTAIIUH 110 Y4eTy, 00pabOoTKe, XpaHEHUIO | Niepeaade KOHQUICHIIMAIBHOW HHPOPMALIUU
- Hcnonp3oBanue nporpaMMHoOro odecrneueHus it 00padoTKH, XpaHEeHUs U Nepeadd KOHQUACHINAIBHOW HHpOopMaun
- CocrapiieHHEe MapIIpyTa U COCTaBa MPOBEACHUS PA3IMYHBIX BHIOB KOHTPOJBHBIX MPOBEPOK MPU aTTECTAIUU OOBEKTOB, IOMEIICHUH,
pOrpamMM, aJirOPUTMOB.
- YcTpaHeHue 3aMedaHuil o pe3yabTaTaM MPOBEPKU
- AHanm3 ¥ COCTaBJICHUE HOPMATHBHBIX METOJAMYECKHX JJOKYMEHTOB MO 00ECTICUeHHIO NH(OPMAIIMOHHOH 0€301MacHOCTH MPOTrPaAMMHO-
anmapaTHbIMU CPEACTBAMH, C YYETOM HOPMAaTHBHBIX ITPABOBBIX aKTOB.
[TpuMeHeHre MaTeMaTHYECKUX METOIOB JJIsl OIICHKH Ka4eCcTBa U BHIOOpA HAWIIYUIIIETO IPOrPAMMHOIO CPEICTBA
YueOHasi npaKTHKA 10 pa3aeay 2 MOAyJist
Buawbi pator:

— Hcrmons30BaHnue THITOBBIX KpI/IHTOI‘pa(l)I/I‘-IeCKI/IX CpCACTB U MCTOOOB 3allIUThI I/IH(l)OpMaIII/II/I, B TOM YHCJIC U SHGKTpOHHOfI oA CHu

IIponsBoacrBennasi npaktuka no IIM.02

Buabi pador

— AHaM3 NPUHIUIIOB MTOCTPOSHHSI CUCTEM WH(POPMAIIMOHHOM 3aIIUTHI POU3BOACTBEHHBIX MTOIPA3/ICICHUH.

— TexHuueckas FKCIUTyaTalUs 3J€MEHTOB [IPOrPaMMHOM U anmapaTHOM 3alUThl aBBTOMAaTU3UPOBAHHON CUCTEMBI.

— YyacTue B IMarHOCTUPOBAaHUH, YCTPAaHEHUHU OTKAa30B U 00ecled4eHNH paboTOCIIOCOOHOCTH TPOrPaMMHO-AINAPaTHBIX CPEACTB 00ECTIEUEHMS
MH(pOPMALMOHHOM 0€30MacHOCTH;

— Ananu3 3¢ (peKTUBHOCTH PUMEHSEMBIX TPOrPaMMHO-AIAPaTHBIX CPEACTB oOecriedeH s MHPOPMaIlMOHHOW 0€30MaCHOCTH B CTPYKTYPHOM
MIO/Ipa3IeJICHUN

— YuacTue B obecrieueHuu y4yera, o0paboTKH, XpaHEHUsI U Nlepelau KOH(pUIeHInanbHONH HHPOpMauu

— [IpuMeHeHne HOpMaTHBHBIX PABOBBIX AaKTOB, HOPMATUBHBIX METOJANYECKHUX JIOKYMEHTOB IO 00ecrieueHHI0 HH(OpMAIIMOHHOH 0€301MacHOCTH
IIPOrpaMMHO-aNINaPaTHBIMU CPEJCTBAMHU NP BBINOJIHEHNUH 33]1a4 IPAKTUKH.

108

JK3aMeH 10 Npo¢ecCHOHATBHOMY MOIYJIH0

18

Bcero:

634




4. YCJIOBHUSI PEAJTU3ALIAU ITPOTPAMMBI MPO®ECCUOHAJBLHOTO
MOV

4.1. MaTepuajibHO-TeXHHYECKOe oOecneuyeHne npogeccuoHaIbHOro moayJs I1M.02
3amura uHdopManuM B ABTOMATH3HPOBAHHBLIX CHCTEMaX MPOrPAMMHBLIMU U
NPOrpPaMMHO-aANNAPATHBIMH CPeICTBAMM.

Peanuzanus npodeccruonaabHOro MOy TpeOyeT Hamuuus yueOHbIX KaOMHETOB:

A) KaOuner unopmarukm.

OcHaieHHOCTh yueOHOTO KaOuHeTa:

Kommnekt mebenu asis yueOHOro mpoiecca

MynbTumMenuiitHoe o0opyI0BaHuE: NEPCOHAIbHBIE KOMITBIOTEPbI — 12
mIT.(MOAKIIOYEHHBIE K JOKAIbHOW BBIYUCIUTENBbHOU ceTh U cetu «MuTepHet»): TIK 3 -
ICL RAY S$902.3, mouutop ViewSonic VA2038W-LED; mouuTop 19" ViewSonic TFT
19" VA916; cucremusiii Omoxk P-Athlon64 X2  6000/1024*2M6/320 Gb/
KJaBuarypa/meliiib/koBpuk; ckanep MUSTEK Bear Paw 2400; npuntep Canon LBP-
1120; mpoektop MmyabTUMeauiHBIN Hitachi; kanbkyisaTopsi.

CpencTBa 00ydeHus: yaeOHas T0CKa, CIIPAaBOYHbBIC TTOCOOUS U TUAAKTHICCKAN MaTepra,
Menuareka (MyiabTUMeIna pa3paboTKU U MPE3CHTAIIMU K YPOKaM), SIKpaH.

IlepeyeHb JUIEH3HOHHOTO TPOrPAMMHOI0 00eCTeYeHHUsI:

1C: Hoxymentoobopor 8 KOPII (mumensus Ne75027601); 1C: Ilpeanpusrue 8.
Kommexkt nns oOydenusi. (nmuneH3ust Ne§922961);  Microsoft Access (JiuiieH3ust
NelM123460); Microsoft  Office  Standard  (mmensuss  Ne66059532  OPEN
96044930ZZE1711); Microsoft Project Professional (yiuuensust NeIM123460); Microsoft
Visio Professional (nmumen3ust NelM123460); Microsoft Visual Studio Enterprise
(mmen3uss NeIM123460); Microsoft Windows Enterprise (munenzuss NelM123460);
Arent Dr.Web (munensus Ne QS34-HC7C-SD53-K5L2); KOMITAC-3D V19 (iunen3us
NeBr-20-00154); kommiaekt I'APAHT-Macrep (munensuss  Nel2-40272-000898);
koMriekT [IO nmms permieHus: OCHOBHBIX TOJIb30BATENBCKUX 3a7a4 (CBOOOJHO pactmp.
[10); cnpaBounas npaBoBas cuctema «Koncynbrant [Tnroc» (kontpakt Ne2025 CB 2 ot
04.12.2024r); MoitOduc O6pazoanue (morosop Ne 2350/2017).

B) JlaGopatopusi mporpaMMHBLIX H NPOrPAMMHO-ANMAPATHBIX CPEICTB 3alIUTHI
uHpopMaLHHU

OcHaIieHHOCTh J1abopaTOpUH:

Kommiext mebenu 1151 yueOHOTo mporiecca.

MynsTuMenuitHoe  00OpyJoBaHME:  IEPCOHAJbHBbIE  KOMIBIOTEPHl — 22 MIT.
(MOAKJIIOYEHHBIE K JIOKAJIbHOM BBIUMCIHUTENBHOM cetu u cetu «HHTepHe™);
MyabTEMEIUIHBIN poekTop Hitachi CP-X1250, pa3BeTBuTenb BUICOCUTHANA; IPUHTED
HP LaserJet Professional P1102

CpenctBa 00yyeHHUs: KOMIUIEKT HaIJISIAHBIX Tocobuit  «TexHuueckue cpencrsa
uH(opMaTH3alUW», TEXHUYECKas JIOKYMEHTalus Ha TEXHUYECKHE  CpelIcTBa
uH(popMaTU3allMK, KOMIUIEKT MPE3CHTALMM; aHalIM3aToOp JMHEHHBIX KOMMYHUKAIIMMA
ULAN-2; npuémuuk «CKOpPIMOH» MOUCKOBBIN, CKOpocTHOM Ver 3.5; KOHTpOJIbHOE
ycrpoiictBo TECT-031; MHorodyHKkiuoHanbHblii nouckoBbiii mpubdop ST 031;
HenuHenHbI mokatop SEL SP-61/M «Katpany; ykaszarens npoBoaku UP-7; anmapatHbrit
komruieke AKKOPJI -AMD3 - 5.5; anmaparssiii kommuieke AKKOPJL -AMD3 - 5MX;




annapatHbii komiuiekc AKKOP]] -AMD3 — 5.5 E; annapatnseiii komiieke C31 HC/L
AKKOPJ —AMD; renepatop myma ['III-2500; xoMmruiekc 3amuThl UHGOPMAIUU B
coctaBe PCl-mutara, [10 SN-5, cuuthiBaTenb, 2 UACHTHU(GUKATOPA; KOMIUIEKC 3aIlUThI
unpopmarmu Secret Net 5.0; komruieke 3amutsl nHPopMmanuu Secret Net 5.0; koMIieke
3amuTbl uHpopmamuu Secret Disc 4.0; cuctema BHOpPO-aKKYyCTUYECKOW 3aIUThI
«Conara-ABy; ycrpoiicTBo 3amuthl «CoHaTta-PC2»; ycTpoiictBo 3ammThl «CoHata-P2y»;
Bubpousnyuyatens BU-45 — Smir.; agantep DWA-160-10 wt; DAP-2310 — Smr.; DES-
3200-28 — 8mr.; DES-3810-28 -2mr.; kommyratop D-Link DES-1005 — Smir.;
kommytatop D-Link DIR-615 — 5 mT.; kommyratop D-Link DES-1100-16 -5 mr.;
kpumnep NT-2008AR; xabGempubiii Tectep NCT-1; Ttectep kabGempHbIE TC-NT2;
SMART-Cart Annagun — 2mt; ASEDrive Ille V2C- 2 mt.; anektponHsii kitoud eToken
— 8mr.; I[ICK3U «Illunka 2.0» (muck + VYCb-yctpolicTBo) -5mT; mnoacucrema
pacrpenenéHHoro ayauta u ynpasieHust «Akkopa-PAY» (2 CD + TM kimou DS-1996);
nporpammHo-anmnapatHeiii  komruieke C3WM  HCJ  «Akkopn-WIN64» (3 CD);
nporpammHo-anmapatHeiii komiuieke C3U HCJH «Axkopa-WIN64» (2 CD)- 3 wT;
nporpamMmHo-amnmapaTHeii - komiuiekc  «Cob6one» ( PCl-  mmata,CD-muck 110,
COeIMHUTENB) — 3 1IT., 3kpaH HacTeHHbIH 200%*200cm Braun Roll Vision.

IlepeyeHb JUIEH3MOHHOTO MPOTPAMMHOI0 00eceYeHusI:

Microsoft Access (nmuuensuss NelM123460); Microsoft Office Standard (munensus
Ne66059532 OPEN 96044930ZZE1711); Microsoft Project Professional (yuiensus
NeIM123460); Microsoft Visio Professional (nmumensus NelM123460); Microsoft Visual
Studio Enterprise (nunensust NeIM123460); Microsoft Windows Enterprise (sutieH3us
NeIM123460); anTuBUpYyCHBIA TIporpaMmHbIid kKoMmiieke: AreHT Dr.Web (umenzust No
QS34-HC7C-SD53-K5L2); xommiekt ['APAHT-Mactep (munensust Nel2-40272—
000898); mnporpaMMHbIE U MPOrpaMMHO-aIapaTHBIE CpPEACTBA  OOHAPYKEHUS
BropkeHui (Snort 2.9 (cBobogno pacmop. 110), Nmap 7.8 (cBoGogno pacmop. I10));
CpeICcTBa YHUYTOXKEHHUS OCTAaTOYHOW HWH(OpMAIMi B 3allOMHHAIONIMX YCTPOHCTBAX
(«CI'Y—2» nemoBepcus (cBodoaHo pacnp. 110)); kommekt I1O nsisa pemeHus: OCHOBHBIX
MOJIb30BaTENbCKUX 3a1au (cBoOogHo pacmp. I10); cmpaBouHas mpaBoBas cUCTEMa
«Koncynerant ILmoc» (korTpakt Ne2025 CB 2 or 04.12.2024r); mporpamMMHBIC
cpenctpa BeisiBiIeHUS ys3Bumocteil B AC u CBT (Tenable Nessus® vulnerability scanner
(cBoOomHO pacmp. T10), Metasploit Framework (cBo6omno pacmp. [10); nporpammubie
cpenctBa kpuntorpadudeckoit 3amuthl  uHGopManuu (Kpunrollpo CSP 5.0
(JTuiensuonnsiii koHTpakT Ne010/1020-002792 ot 28.08.20), ViPNet CSP 4 (cBo6o1HO-
pacmpocTpaHsieMoe); MpOorpaMMHBIE CpEICTBA 3alllUThl cpeabl BupTyanuzammu (VM
Monitor (cBo6oHO0 pacnp. I[10), Zabbix (cBo6omno pactp. 110).

J/loroBopsbI 0 NPAKTHYECKOM MOATOTOBKE:

— AO «Mapwuiickuii MammmHOCTpOUTENBHBIN 3aBOoa» JloroBop Ne 1/2021 ot 01.02.2021 —
OeCCpPOYHBIN

— Oumman [TAO «Pocrenekom» B Pecnybmuke Mapuit On Jorosop Ne 83/2021 or
27.01.2021 - 6eccpounblii



4.2. Uudgopmannonnoe odvecnevyenne npodeccuoHaabuoro moay.as IIM.02 3amura
HH(OpPMALNHU B ABTOMATU3HPOBAHHBIX CHCTEMAX NIPOrPAMMHBIMH M MPOTPAMMHO-
annapaTHbIMM CpPeCTBAMH

OcHoBHas u JOITIOJIHUTCJIbHAA JIUTCPATYPA

Ne
n/a

Crnucok UCoab3yeMol JIUTepaTyphbl
(neuammnvie uzoanus, snekmpoHHble U30AHUSL 3 NOCLeOHUe 5 ent)

KomnuectBo
IK3EMILISPOB,
HMEIOIIHNXCS B

OuOJIHNOTEKE, HITH
ccelika Ha ObC

C.O. KpamapoBa. — Mocksa : PUOP : UHOPA-M, 2023. — 321 c. - ISBN
978-5-369-01716-6. - Texkcr : AIIEKTPOHHBIN. - URL:

https://znanium.com/catalog/product/1899016
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5. KOHTPOJIb 1 OLIEHKA PE3YJIBTATOB OCBOEHUA
INPOPECCHUOHAJIBHOI'O MOAYJIA

KoHTpons M olieHKa pe3ylbTaTOB OCBOEHUS MNPO(ECCHOHATBHOTO MOAYIIS

OCYILIECTBIISIETCS TpernojaBareneM B (QOopMe TEKYyIIero KOHTPOJIA YCIEBAEMOCTH U
POMEKYTOUHON aTTEeCTAIUH.
[IpoMexyTouHas arrecTanusi HWMEET IENbI0 ONPEACTUTh CTENeHb JAOCTHKCHUSA
3aIUTAaHMPOBAHHBIX PE3YyJIbTATOB 00YYEHHUs MO MPOPECCUOHATBHOMY MOJYJIIO 33 IEpUOJ
oOyuenusi. PopMa MNPOMEKYTOUHOM aTTecTanuu - AUPPEPEeHIIMPOBAHHBIN 3ayer,
9K3aMeH, dK3aMeH (KBATM()UKAIIMOHHBIN).

Texyuuit KOHTPOJIb YCIIEBAEMOCTH OCYIIECTBIISETCS B MPOIECCE IMPOBEICHUS
MPAKTUUYECKUX 3aHATUH M JabopaTopHbIX paboT, oOecreynBaeT OILEHUBAHUE XOJa
OCBOCHMSI MOJTYJISI.

@opMbI TEKyIIEro KOHTPOJS YCHEBAaeMOCTH: TECTHPOBAHUE, YCTHBIM OMpocC,
JIOKJIaJIbl, BBIMOJIHEHNUE IPAKTUUECKUX U JTJAOOPATOPHBIX padoT.



Ne | HaumeHoBaHue Kon Pe3yabTarsl 00y4eHus M0 NpodeccCHOHATBLHOMY MOIYJII0 DopMbI KOHTPOJIA
TeMbl ¢dopmupyemo
i yMeThb 3HATh
KOMIIeTeHIIUH
MJAK.02.01. TIPOT'PAMMHBIE 1 ITPOI'PAMMHO-AIIIIAPATHBIE CPEJICTBA 3AIIIUTHI UH®OPMALIMH
1. |Ilpeamer u 3agaun| OK 01-OK 09 ycranasnuBaTh, HaCTpauBarh, NIPUMEHSIThH —0COOEHHOCTH M CIIOCOOBI MpHMeHeHHs | TeCcTHpoBaHue
IPOTPaMMHO- IIK 2.1-11K2.3 jnporpamMMHbIe U TIPOTPAMMHO-AIITAPATHBIE [POrPaMMHBIX u IIPOrpaMMHO-
anmnapaTHOU CpeICTBa 3alIUThl HHPOPMAIHH anmapaTHbIX CpeACTB 3aUThI
3alHThI —OCYICCTBIISIT MOHUTOPUHI U PETUCTPALIAIO MH(pOpMaLuy, B TOM  4YHCIE, B
vH(popManun CBeJCHMI, HEOOXOIUMBIX )1 3aIUThl 00HEKTOB OIICPALTMOHHBIX CHUCTEMaX,
MH(pOpMaTHU3AIK, B TOM YUCJIE C UCIIOJIb30BAHNEM [KOMIIBIOTCPHBIX CCTSX, 0a3ax JaHHBIX
[IPOrpaMMHBIX U IPOrPaMMHO-aIapaTHBIX
CPEICTB OOHAPYKEHUS, IPEIYNPEXKICHUS U
ITMKBUIALIMU [TOCJIEICTBUI KOMIIBIOTEPHBIX aTaK
2. |Crangaprst OK 01-OK 09 |-ycramaBnauBarh ¥ HacTpamBaTh  CPEICTBA OCOOEHHOCTH W CIOCOObI IpuMeHeHus | TecTupoBanue
0€30MacHOCTH IIK 2.1-11K2.3 QHTUBHPYCHOM 3alMThl B  COOTBETCTBHH  C [IPOTPAMMHBIX u nporpaMmmHo- | Beimonnenue
[PEIbsIBIIEMbIMU TPEOOBAHUSMU; anmnapaTHbIX CpeACTB 3alMThI | Ja00paTOPHBIX PadoT.
—IPOBEPSTH BBINOJIHEHHE TpeOOBaHMiA 1Mo 3amurTe MHGOPMAaLMKM, B TOM  YHMCIE, B
MHGOpMaLUK OT HECAaHKLMOHWPOBAHHOI'O JOCTYIA [OIEePAlMOHHBIX cucremax,
OpU aTTecTanuk OOBEKTOB HMH(M)OPMATH3AIMK 10 KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX
TpeOoBaHUsAM 0€3011acHOCTH MH(OPMaLIUU;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTh
MpOrpaMMHBIE U IPOTPaMMHO-aMIapaTHbIe
CpEICTBa 3aIUThl HHPOpPMALUH
3. |3ammimeHHas OK 01-OK 09 |-ycranapnuBare W HAaCTpaWBaTh  CPEJACTBA OCOOEHHOCTH W CrocoObl npuMeHenus | TecTupoBaHue,
asromarusupoBant |[1K 2.1-11K2.4 anTuBHpyCHOM  3alMTBl B COOTBETCTBHH  C [IPOTPAMMHBIX u POrpaMMHO- | KCIIEPTHOE
as cucrema [peIbsABISEMbIMUA TPEOOBAHUSIMU; anmapaTHBIX CPEICTB 3anUThI | HAOIIOIeHHE
—IMarHOCTUPOBATh, yCTpaHATh OTKa3bl, MHQOpMaui, B  TOM  4YHcCJe, B |BBIIOJHCHHS
obecreyrBaTh pabOTOCIIOCOOHOCTh M TECTUPOBAThH ONEPALMOHHBIX CUCTEMAX, | JJabopaTOpHBIX padoT,
(DYHKLIIMKM ~ MPOrpaMMHO-arapaTHbIX — CPEICTB KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OLICHKa Ipolecca U
BaIlUThl HH(POpPMALIUH; —METO/IbI TCCTUPOBAHMS GyHK1Mii | PE3YITaTOB
—TIPOBEPSATH BBHINOJIHEHNE TPeOOBaHUN MO 3aluTe OTACIBHBIX MIPOrpaMMHBIX 1 | BEIIOJTHCHHSA BHTOB
MHbOpPMALMK OT HECAaHKLMOHWPOBAHHOIO JOCTYIa [IPOrpaMMHO-aNnapaTHbIX cpeacTs |padoT Ha MPaKTHKe

OpU aTTecTalud OOBEKTOB HMH(OpMaTH3aIMHU MO
TpeboBaHMsAM 0e301acHOCTH NHPOpMaIUY;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTh
IpOrpaMMHBIE U IIPOTPAMMHO-AIIIapaTHEIE

3aIUTHl HHPOPMALINY;

—0COOEHHOCTH U CIOCOOBI NPUMEHEHUS
[IPOTPaMMHBIX u IIpOrpaMMHO-
anmapaTHbIX CPEJCTB rapaHTHPOBAHHOTO

HUYTOXCHUA I/IH(I)OpMaL[I/II/I




CpeICTBa 3alIUThl HHPOpMAIUH

Hecrabummsupyro | OK 01-OK 09 |-ycranaBnuBare W HacTpauBaTh  CpEACTBa OCOOCHHOCTH U CriocoObl npumenenus | TectupoBanue,

wee Bozaeicreue  (IIK 2.1-11K2.4 auruBupycHoli  3aliuThl B COOTBETCTBMHM  C [IPOIPAMMHBIX u pOrpaMMHO- | 9KCIIEPTHOE

Ha OOBEKTHI HpeNbsBIIEMbIMUA TPEOOBAHUAMU; anrmnapaTHbIX CpEACTB 3aIKThI | HAOIOIEHHE

3aIIUTBI —AUarHOCTUPOBATh, YCTpaHATh oTKasbl, MHQOpMaMM, B  TOM  4YHCIE, B |BBIIOJHCHUS
oOecnieunBaTh PabOTOCIIOCOOHOCTh M TECTUPOBATH [OICPALIMOHHBIX cucremax, | J1abopaTopHbIX padoT,
(DYHKLMM ~ [IPOrpaMMHO-ANNApPaTHBEIX  CPENCTB [KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; JKCIIEPTHOE
BalUThl HH(OPMALIUN; —METOMBI TCCTUPOBAHUS byHKIMI HabmoaeHne
—TIPOBEPATH BBIMOJHEHHWE TPEOOBAHMI MO 3aIIUTe OTACIbHBIX [IPOrpaMMHBIX 1 | BRIIOTHCHHA
MH(OpPMALIUK OT HECAHKIMOHHUPOBAHHOTO JOCTYIA [IPOrPaMMHO-amapaTHbIX cpencts |IPAKTHICCKUX pabor,
pH aTTecTaldd OOBEKTOB HMH(POPMATH3AIMKM [0 BAlIMThl HHYOPMALUH; OLCHKA IIpOIICCCa 1
TpeboBaHUsAM 0€30macHOCTH HH(POPMAIUH; pe3yIbTaTOB
—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSThH BBIITOJIHCHUA BUZIOB
[IPOrpaMMHBIE U IIPOTPAMMHO-AIIIapaTHbIE paboT Ha MpaKTHKe
CpEJCTBA 3aIIUThI HHPOPMALUH

[IpyHIMIIBL OK 01-OK 09 (-ycranaBnuBare W HACTpaWMBaTh  CPEJICTBA OCOOEHHOCTH W CrocoObl npumenenus | TectupoBanue,

IPOrPaMMHO- IIK 2.1-11K2.4 anTHBUpYCHON  3aUTBI B COOTBETCTBHH  C [IPOrPaMMHBIX u HPOrpaMMHO- | 9KCIIEPTHOE

annapaTHou [PEIbsIBIAEMbIMU TPEOOBAHUSMU; AnapaTHbIX CPEICTB 3aIuThI | HAOIIO ICHIE

3aIINTBI —AUarHOCTUPOBATh, YCTpaHATh oTKasbl, MHQOpMaMM, B  TOM  4YHCIE, B |BBIIOJHCHUS

MH(pOpMALHK OT oOecnieunBaTh PabOTOCMIOCOOHOCTh M TECTUPOBATH [OTICPAIIMOHHBIX CUCTEMaX, | TabopaTOpHBIX paboT,

HECAHKIIMOHUPOBA (l)yHKI_lI/II/I porpaMMHO-anmnapaTHhIX CpeacTB KOMITBIOTCPHBIX CCTAX, 0Oazax JaHHBIX OILICHKA IIponecca u

HHOTO J10CTyma BalUThl HH(OPMALINN; —METO/IBI TECTUPOBAHU ¢$yHK1M | PE3YIBTATOB
—TIPOBEPSTH BHINOJIHEHUE TPeOOBaHUN MO 3aluTe [OTACIBHBIX MIPOrpaMMHBIX 1 | BEIIOIHCHHA BHIOB
MH(OPMALIUK OT HECAHKIMOHHUPOBAHHOTO JOCTYMA [IPOTPaMMHO-aIIapaTHbIX CpeacTB palboT Ha NPaKTUKE

MpU aTTeCTalud OOBEKTOB HMHGPOPMATHU3AIUU TIO
TpeOoBaHUAM 0€3011acHOCTH MH(POpPMAIUY;
—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSTh

3alIUThl HHPOPMALINY;
—TUIIOBBIE CPEJCTBA U METOJBI BEICHUS
ayJuTa, CPEACTB M CIOCOOOB 3aIlUTHI

MPOrpaMMHBIC ¥ TPOTPAMMHO-AIapaTHbIC nH(pOpMaIn B JTOKAIBHBIX
CpeICTBa 3alIUThl HH(OPMALIUH BBIYUCITUTEIBHBIX CeTsX, CpeNCTB
BAlMTBl  OT  HECAHKIIMOHWPOBAHHOTO
mocTyna
OcHossl 3amutel | OK 01-OK 09 - pguarnoctuposars, YCTpaHATh OTKa3bl, —OCOOECHHOCTH M CIOCOOBI TpUMeHeHus | TecTupoBaHue
ABTOHOMHBIX IIK 2.1-IIK2.6 joOecnieunBaTh pabOTOCIOCOOHOCTh M TECTUPOBATH [IPOTPAMMHBIX u IPOrPaMMHO-
aBTOMAaTHU3UPOBAHH (YHKIIMM ~ TPOrpaMMHO-aNMapaTHBIX  CPEACTB @IMapaTHBIX CpEnCTB 3aIIUTHI
BIX CUCTEM BaIUTHl HHHOPMAITIH; mHpopmaruu, B TOM  YHCIEe, B
— OPUMCHATh  IIPOrPaMMHBIE M OPOrpaMMHO- OIICPAMOHHBIX CUCTCMaX,




aTapaTHBIC CPEJICTBA I 3aNUTHl HHGOPMAITUU B
0a3ax JaHHBIX;

—yCTaHaBJIMBATh, HACTPAUBATh, IPUMEHSTh
[POrpaMMHBIC U ITPOrPaMMHO-aITITapaTHbIE
CpeAcTBa 3aIIUThl HHPOPMALIUY;

—OCYILECTBIATH MOHUTOPUHT U PETUCTPALIUIO
CBEJICHUI, HEOOXOIUMBIX JJIS 3aIIMTEI 00BEKTOB

KOMITBIOTCPHBIX CCTAX, 0azax JaHHBIX

—METOIbI TECTUPOBAHUS GbyHKIMN
OTIEIbHBIX IIPOrpaMMHBIX u
[IPOrpaMMHO-aNapaTHbIX CPEICTB

3alIUTHl HHPOPMALINY;
—THUIIOBBIC CPE/ICTBA M METOABI BEICHHUS
ayanTa, CPENCTB U CIIOCOOOB 3aIIUTHI

MH(pOPMATHU3ALMH, B TOM YHCIIE C UCIIOIB30BaHUEM MH(POPMALIUU B JOKaJIbHBIX
MPOrPaMMHBIX M IPOrPAMMHO-ANIAPATHBIX BBIYMCITUTEIBHBIX CeTsIX, CpeACTB
CpeAcTB OOHApYKEHUs, IPEIYIPEKACHUSA U 3alllUThl  OT  HECAHKIIMOHUPOBAHHOTO
ITMKBUIALIUH [TOCJIEICTBUI KOMIIBIOTEPHBIX aTaK  [10CTyHa
3amuTa OK 01-OK 09 |-ycranaBmuBare ¥  HACTpaMBaTh  CPEACTBA —OCOOEHHOCTH W CIOCOOBI NpHMeHeHwus | TecTupoBanue
IIPOrPaMM OT IIK 2.1-11K2.4 aHTUBUPYCHOM 3alMThl B  COOTBETCTBUHM  C [IPOTPAMMHBIX U IPOrpaMMHO-
H3ydeHHs MPEIbSIBIIEMBIMU TPEOOBAHHUSMU; ATImapaTHbBIX CpeAcTB 3alIUTHI
—JIMarHOCTUPOBATh, YCTPaHATh OTKa3pl, MHGOPMALMK, B  TOM  YHCIE, B
oOecnieunBaTh PabOTOCMIOCOOHOCTh M TECTHUPOBATH [OTICPAIIMOHHBIX cUCTeMax,
(DYHKLMM ~ [POrpaMMHO-ANapaTHBIX  CPEICTB [KOMIIBIOTEPHBIX CETAX, 0a3ax JaHHBIX;
BalIUTHl HH(OPMAIIHH; —METOJbl  TEeCTUpOBaHHs  (QyHKIMIHA
— MPOBEPATH BBIIIOJIHEHUE TPEOOBAaHUI MO 3aIUTE OTACIBHBIX IpOrpaMMHBIX Hu
mHbOpPMAIIMKA OT HECAHKIIMOHHPOBAHHOIO JOCTYIa [IPOrPpaMMHO-aIapaTHbIX Cpe/ACTB
OpH arTecTandd OOBEKTOB HMH(OPMATH3AIMK IO BAIIMThl HH()OPMALNH,
TpeboBaHUAM 0e30MacHOCTH MH(POPMALIUU THIIOBBIE CpPEACTBA M METOJbI BEICHHUS
ayJuTa, CPEACTB M CIOCOOOB 3aIlUTHI
MHpOpMaLIUU B JOKaJIbHBIX
BBIYMCITUTEIEHBIX CeTsIX, CpeacTB
3alllUThl  OT  HECAHKIIMOHMPOBAHHOTO
nocTyna
Bpenonocnoe OK 01-OK 09 |-ycramaBnauBarh ¥ HacTpamBaTh  CPEICTBA OCOOEHHOCTH M CIOCOObI NpuMeHeHus | TecTupoBanue,
IPOTrpaMMHOE IIK 2.1-I1K2.6 @HTUBHPYCHOM  3alMTBl B  COOTBETCTBHHM  C [IPOTPAMMHBIX u IPOrpaMMHO- | IKCIIEPTHOE
oOecrieueHne MPEIbsBIEMBbIMU TPEOOBaAHUSIMU; armapaTHbIX CpeACTB 3 TH | HAOIIO IeHIE
—JIMarHOCTUPOBATh, YCTPaHSTh OTKa3pl, MHpOpMAIIMK, B  TOM  4YHCJE, B |BBIIOJIHEHHS
oOecrieunBaTh pabOTOCIOCOOHOCTh M TECTUPOBATH OIEPAMOHHBIX cHCTEMax, |J1abopaTOpHBIX padoT,
(DYHKLMM ~ [POrpaMMHO-ANNapaTHBEIX  CPEICTB [KOMIBIOTEPHBIX CETAX, 0a3ax JaHHBIX; OLIEHKa Ipolecca u
BalUTHI HH(OPMALIHH; —MECTOJIBI TCCTUPOBAHMA (GyHKLuM | PE3yIIbTAaTOB
—yCTaHaBJIMBAaTh, HACTPANBaTh, IIPUMEHSITE OTACIbHBIX IporpaMMHBIX U | BBIIIOJTHCHHA BUIIOB
MMpOrpaMMHBIE B IIPOTpaMMHO-aIIapaTHbIC MpOorpamMMHO-aInapaTHbIX CpEICTB paboT Ha MpaKTUKe

CpeICTBa 3alIUThl HHPOPMAIIHH;
—OCYIICCTBJIAITH MOHUTOPUHT U PETUCTPALIUIO

3alIUThl UHOpMAUU




CBEJCHMI, HEOOXOIMMBIX JJIS1 3alIUTHl 00HEKTOB
MH(OPMATHU3AINH, B TOM YHCJIE C HCITOJIb30BAaHHEM
HpOFpaMMHBIX nu HpOI‘paMMHO-aHHapaTHBIX
CPEICTB OOHAPYKEHHUS, IPEYNPEKIACHUS U
ITMKBHIAIUH TTOCJICICTBUH KOMIIBIOTEPHBIX aTaK

9. |3ammta nporpamm | OK 01-OK 09 \-ycranaBnuBath ¥  HACTpamBaTh  CpPEICTBA —METOABI  TeCcTUpoBaHus  (yHkuwuii| TecTupoBanue,
U JaHHBIX OT [IK 2.1-1IK2.6 auTUBMpYCHOM  3aIUTBI B  COOTBETCTBHHM  C (OTAEIBHBIX HPOrPaMMHBIX U |PKCIIEPTHOE
HECaHKLIMOHUPOBA [peIbsABISEMbIMUA TPEOOBAHUSIMU; pOrpaMMHO-aNapaTHbIX CpeJICTB | HAOIOIcHUE
HHOI'O —JIUarHOCTHPOBATD, YCTpaHATh OTKa3bl, BAIlUThl HUHPOPMALIUY; BBIIIOJTHECHUA
KOITUPOBAHUA obecrieunBaTh pabOTOCIOCOOHOCT U TECTUPOBATh |OCOOEHHOCTH M CHOCOOBI MpHUMEHeHHs |1a00paTOpHbIX pabor,
b yHKIHH porpaMMHO-aIIIapaTHEIX CPEIACTB [IPOrpaMMHEBIX Hu IporpaMmHo- | OLICHKa Mmponecca u
BalIUTHl HH(OPMAIIHH; anmapaTHeIX CPEACTB rapaHTUPOBAaHHOIO |PE3YJIbTAaTOB
—YyCTaHaBJIMBaTh, HACTPaNBaTh, IPUMCHITH YHUUYTOXKEHUS HHPOPMAIIH BBIIIOJTHCHUA BUI0OB
[IPOrpaMMHBIE U IIPOTPAMMHO-AIIIapaTHbIE paboT Ha mpaKTHKe
CpeAcTBa 3alIUTHI HHPOPMALINH;
—OCYIIECTBIISITH MOHUTOPHHT M PETUCTPAIHIO
CBEJICHUH, HEOOXOAUMBIX JJI 3aI{UThl 00HEKTOB
MH(pOPMATHU3ALMH, B TOM YHCIIE C UCIIOJIb30BAaHUEM
MPOrpaMMHBIX M IPOrPaMMHO-AINIAPATHBIX
CpeAcTB OOHApYKEHUsl, IPEAYIPEKACHUS U
10. |3ammwmra OK 01-OK 09 nuarnoctuposars, YCTPaHSTh OTKa3bl, FMETOABI  TecTHpoBaHus  (ynkuuii | TectupoBanue,
unopmanmnu Ha | [IK2.1-TIK 2.6 joGecnieunBarh paboOTOCIIOCOOHOCTh M TECTHPOBATH (OTICIBHBIX [POTrPAMMHBIX W [ 3KCIIepTHOE
MallMHHBIX (GYHKIMM ~ TPOTpaMMHO-ANIIAPaTHBIX  CPENICTB [MPOTrPaMMHO-ANIIapaTHBIX cpezcTB |HabIoAeHHE
HOCHUTEIISIX BaIUTHl HHGOPMAITIH; 3aIUTHl HHGOPMAITUH; BBINIOJIHEHUS

— MPOBEPATH BBINOJIHEHUE TPeOOBaHUI MO 3aIIuTe
MH(OPMAaLIUK OT HECAaHKLMOHUPOBAHHOTO JOCTYIIa
MpU aTTeCTalud OOBEKTOB HMHGPOPMATHU3AIUU TIO
TpeboBaHUAM 0e30MacHOCTH MH(POPMaLIUU

—OCYIIECTBIATh MOHUTOPHUHI U  PErHCTPALUIO
CBEIEHUH, HEOOXOAMMBIX Il 3alIUThl OOBEKTOB
MH(pOpPMATHU3ALIMU, B TOM YHUCIIE C UCIIOIb30BaHUEM
MPOTPaMMHBIX u MIPOrpaMMHO-aINIapaTHBIX
CpPEICTB  OOHApyXEHMs, MpenylnpexaeHus u

IMTMKBUAALMY IOCIEICTBUIM KOMITBIOTCPHBIX aTaK

—OCHOBHBIE TMOHSTHSI KpUIITOTpapuu |
TUIIOBBIX KPUNITOTpaUIECKUX METOJIOB U
CPEICTB 3alUThl THPOPMAIUY;
—0COOEHHOCTH U CIOCOOBI NMPUMEHEHUS
[IPOrpaMMHBIX 51 IIpOrpaMMHO-
ATmapaTHbIX CPEICTB rapaHTHPOBAHHOTO
YHUYTOKEHUS HH(OpMaIiK

nabopaToOpHBIX padoT,
OIIEHKa Tporecca u
pe3ysbTaToB
BBITIOJTHEHHUSI BUJIOB
paboT Ha MpaKTUKe




11.

AnmnapaTHblie
cpencTBa
uAcHTU()UKAINH U
ayTeHTU(UKAIIH
MMOJIb30BaTeNIeH

OK 01-OK 09
IIK 2.1-I1K2.4

—AUarHOCTUPOBATh, YCTpaHATh OTKa3bl,
oOecrieunBaTh PabOTOCIIOCOOHOCTh M TECTUPOBATH
(GYHKIOMM ~ TPOrpaMMHO-aNIapaTHBIX  CPEACTB
BaIMTHl HH(HOpMALIUH;

— MIPOBEPSTH BBINOJHEHNE TPEOOBAHMIA IO 3aIUTe
MH(GOPMAIMK OT HECAHKIMOHHMPOBAHHOTO JOCTYIIA
Opu arTecTanud OOBEKTOB WH(POPMATH3ALUH 10
TpeboBaHUsAM 0e30macHOCTH HH(pOpMAIUH;
—yCTaHaBIMBATh, HACTPANBATh, IPUMEHSThH
[POrpaMMHBIE U IIPOrPAMMHO-AIIIapaTHBIE
CpeACTBa 3aIIUTHI HHPOPMALIUU

—THUITOBLIE
MOCTYTIOM,
IPOTOKOJIOB
AyTCeHTH(UKALIVH;

—O0COOCHHOCTH M CITOCOOBI TPUMEHEHUS
IPOrPaMMHBIX 51 MIPOrpPaMMHO-
ATapaTHBIX CPEJICTB TapaHTHPOBAHHOIO
YHUYTOXKEHUSI HHPOpMAITUU

MOJEIN yIpaBIeHUS
CPEICTB, METOJI0B 51
uaeHTU(DUKAITIN u

TectupoBanue

12.

CucreMbl
oOHapyXeHHS aTaKk
Y BTOP’KECHUU

OK 01-OK 09
I1K2.1-I1K2.6

—IIMarHOCTUPOBATh, YCTPaHATh OTKa3Hhl,
oOecreunBaTh pabOTOCIIOCOOHOCTh M TECTUPOBATH
(YyHKIMM ~ TPOTpaMMHO-ANIAPATHBIX  CPEJICTB
BalUThI HH(OPMALIUH;

— MPOBEPSTH BHINIOJIHEHNE TPEOOBAHUI 1O 3alIUTe
MHpOpMaLUU OT HECAaHKLMOHUPOBAHHOI'O JIOCTYIa
[pU aTTecTaluu OOBEKTOB MH(OpMaTH3aLMU I10
TpeboBaHUsAM 0e30macHOCTH HH(POPMAIUH;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSAThH
MPOTPaMMHBIE U TIPOTPaMMHO-AIIIapaTHbIC
CpeICTBa 3alIUThl HHPOpMaLWH;

—OCYIIECTBIISITH MOHUTOPHHT M PETUCTPAIHIO
CBEJIEHUH, HEOOXOUMBIX JJI 3aI{UThl 00HEKTOB
MH(pOPMATHU3ALINH, B TOM YHCIIE C UCTIOIB30BAaHUEM
MPOrpaMMHBIX M TPOrPaMMHO-ANIMAPATHBIX
CpeACTB OOHapYKEHUs, PEIYIPEKACHUS U
ITMKBUIAIIUH [TOCIIEICTBUI KOMITBIOTEPHBIX aTak

—O0COOCHHOCTH W CHOCOOBI TTPUMEHEHHS
[IPOTPaMMHBIX u IIpOrpaMMHO-
aIrapaTHbIX CpCaACTB 3alIuThI
uHpopmManuu, B  TOM  4YHClIe, B
OTIEPAIIMOHHBIX CHCTEMaX,
KOMITBIOTCPHBIX CCTAX, Oazax JaHHBbIX,
—0COOEHHOCTH ¥ CIIOCOOBI TPUMEHEHHUS
[IPOTPaMMHBIX u IIpOrpaMMHO-
aIrapaTHeIX CPEICTB IapaHTUPOBAHHOIO
YHUYTOXKEHUS MH(OopMaIumy;

—THUIIOBBIC CPCACTBA U MCTOAbLI BCACHHA
ayJuTa, CPEACTB M CIOCOOOB 3aIlUTHI
MH(pOpMaLIUU B JOKaJIbHBIX
BBIYUCINTCIIbBHBIX CCTiX, CpCaACTB
BallluThI oT HCCAaHKIIMOHUPOBAHHOI'O
nocTyna

TectupoBanue,
JKCIIEPTHOE
HaOJI0IeHNE
BBITIOJTHEHUS
1a00paTOpPHBIX padoT,
OIICHKa Mpoliecca u
pe3yJIbTaToB
BBITIOJTHCHHSI BUJIOB
paboT Ha MpaKTUKE

13.

OCHOBEI
MOCTPOCHUS
3aIUIIEHHBIX
cereit

OK 01-OK 09
IIK 2.1-I1K2.6

—JIMarHOCTUPOBATh, YCTPaHATh OTKa3bl,
oOecnieunBaTh pabOTOCIIOCOOHOCTh U TECTUPOBATH
(GYHKIIMM ~ [pOrpaMMHO-aNnapaTHbIX  CPENCTB
BalUThI HH(OPMAIIUH;

— MPOBEPATH BBINOJIHEHUE TPeOOBaHUI O 3aIIuTe
MH(pOpMALMU OT HECAaHKIMOHUPOBAHHOIO JIOCTYIa
pU aTTecTalud OOBEKTOB MH(OpMaTH3aLMUU TI0
TpeboBaHMsAM 0e30MacHOCTH HHPOpMaIUY;
—yCTaHaBJIMBaTh, HACTPAUBATh, IPUMEHSTh

—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS
MPOTPaAMMHBIX u MIPOrpaMMHO-
anmapaTHBIX CpEICTB 3aIUTHI
uHpOpMaLMM, B TOM  4YHClIe, B
OTIEpallMOHHBIX CUCTEMAX,
KOMIIBIOTEPHBIX CETAX, 0a3ax JIaHHBIX;
—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS
MPOTPaAMMHBIX u MIPOrpaMMHO-
AnIapaTHBIX CPEJICTB rapaHTUPOBAHHOIO
HUYTOKEHUS MH(opMarumy;

TectupoBanue,
JKCIIEPTHOE
HaOro1eHue
BBITTOJTHEHHST
MpaKkTU4YeCcKuX padoT,
OLIEHKa Ipoliecca U
pe3yabTaToB
BBITTOJTHEHHSI BUJIOB
paboT Ha MpaKTUKe




MPOrpaMMHBIE U TPOrPaMMHO-AIIapaTHbIE
CpeICTBa 3alIUThl HHPOPMALIHH;

—OCYILECTBISATH MOHUTOPUHT U PETUCTPALIUIO
CBEACHUI, HECOOXOTUMBIX JJISl 3aIIUTHl OOBHEKTOB
MH(OPMATHU3AINN, B TOM YHCIIE C UCIIOJIb30BAHHEM
[IPOTrPaMMHBIX U MPOTPAMMHO-aNNapaTHbIX
CPEICTB OOHAPYKEHUS, TPEIYTPEKACHUS U
ITMKBUIAIIMH TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK

—THUIIOBBIC CPCACTBA U MCTOAbI BCIACHHA
AyIuTa, CPEACTB M CIOCOOOB 3aIIHUTHI

PIH(bOpMaHI/II/I B JIOKaJIBbHBIX
BBIYHCIINTCIIBHBIX CCTAX, CpEACTB
BalllNThI oT HCCAHKIIMOHUPOBAHHOI'O

nocTyna

14.

CpencrBa
opranuzaruu VPN

OK 01-OK 09
IIK 2.1-I1K2.4

—IMarHOCTUPOBATh, yCTpaHAITh OTKa3bl,
oOecnieunBaTh pabOTOCIIOCOOHOCTh U TECTUPOBATH
(YHKIIMK ~ TPOTrPaMMHO-ANIIAPATHBIX  CPEJICTB
BalIUTHl HH(OPMAIIHH;

— MPOBEPSTH BBINIOJHCHUE TPEOOBAHUI 10 3alUTE
MH(DOpPMAIIMY OT HECAHKIMOHUPOBAHHOTO JOCTYIIA
MpPH aTTeCTallii OOBEKTOB WH(GOPMATHU3AIUU TI0
TpeOOBaHUAM 0€30IIaCHOCTH HH(POPMAIIHH;
—TIPUMECHSTH CpencTBa rapaHTUPOBAHHOTO
YHHUYTOXKEHUST HHPOPMAITUH;

—yCTaHaBJIMBATh, HACTPANBATh, IPUMCHSATH
MPOrPaMMHBIC U TTPOTPAMMHO-AITAPaTHBIE
CpeICTBa 3aIlIUTH HHPOpMAITUU

—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS
IPOrPaMMHBIX u HIPOrPaMMHO-
armapaTHbIX CpeacTB 3aIUTHI
MHpOpMaLMKM, B  TOM  4YHCIEe, B
OICpallOHHBIX CHUCTEMAX,
KOMIIBIOTEPHBIX CETsIX, 0a3ax JaHHbIX;
—OCHOBHBIC TIOHATHS KpUNTOrpaduul H
THIIOBBIX KPUITOTPapHISCKUX METOIOB U
CPEICTB 3aLIUThl HHPOPMALIUH;
—THIIOBBIC CPEICTBA M METOJbI BEICHHUS
QyIuTa, CPEICTB M CIIOCOOOB 3aIHUThI
nHbOpMAIH B JIOKaJIbHBIX
BBIYUCINTCIIBHBIX CCTiX, CpeacTB
BallluThI oT HCCAaHKIIMOHUPOBAHHOI'O
mocrymna

TectupoBanue,
IKCIIEPTHOE
HaOro1eHue
BBITIOJTHEHUS
1abopaTOpPHBIX padoT,
OLIEHKa Tporecca u
pe3yabTaToOB
BBITNIOJTHEHHSI BUJIOB
paboT Ha MpaKTUKe

15.

Ob6ecnieuenue
0e30MacHOCTH
MEYKCETEBOTO
B3aUMOIEHCTBUA

OK 01-OK 09
[IK 2.1-I1K2.4

—IINarHOCTUPOBATh, YCTpaHSTh OTKa3bl,
oOecreunBaTh pabOTOCIOCOOHOCTh M TECTUPOBAThH
(YHKIMM ~ TPOrpaMMHO-aNIapaTHbIX  CPEACTB
BalUThl HH(OPMALINN;

— IPUMEHSATH cpeacTBa
YHUUTOXCHUS MHPOPMAIIH;
—yCTaHaBIMBATh, HACTPANBATh, IPUMEHSTH
MpOrpaMMHBIE ¥ TPOTPaMMHO-aIapaTHbIe
CpeICTBa 3alIUThl HHPOpMALUH

TrapaHTUPOBAHHOTO

—0COOEHHOCTH U CIOCOOBI NMPUMEHEHUS
MPOTrpaMMHBIX u IPOrpaMMHO-
armapaTHbIX CpeACTB 3aIIUThI
uHbopMaluM, B TOM  4YHClEe, B
OINCpaiOHHBIX CHUcreMax,
KOMITBIOTEPHBIX CETSX, 0a3aX JaHHBIX;
—OCHOBHBIE TOHSTHUSI KpUNITOTpapuu U
TUITOBBIX KPUIITOTrPahUUECKUX METOJIOB U
CPEACTB 3alUThI HH(OPMAILIUH;
—TUIIOBBIE CPEACTBA U METOJbl BEJICHUSA
ayJMTa, CPEACTB M CIIOCOOOB 3aIIUTHI

I/IH(bOpMaLII/II/I B JJOKaJIBbHBIX
BBIYUCINTCIIBHBIX CCTAX, CpEACTB
BalIUThI oT HCCAaHKIIMOHHUPOBAHHOI'O

nocryna

TectupoBanue,
JK3aMeH
KBaJIM(DUKAIIMOHHBIH,
JKCIIEPTHOE
HaOJro/1eHue
BBITTOJTHEHHS
nabopaToOpHBIX padoT,
OLIEHKa Ipolecca U
pe3yJIbTaToB
BBITTOJTHEHHSI BUJIOB
paboT Ha MpaKTUKE




16.

3amura
uHpopmaruu B
0azax JJaHHBIX

OK 01-OK 09
IIK 2.1-I1K2.4

—TIPUMEHSATh  MPOTPAaMMHBIE W TPOrPaMMHO-
aTmapaTHBIC CPENICTBA U 3alUTHI MH(OPMAIIUU B
0a3ax JaHHBIX;

—TIPOBEPSTH BBIMIOJHEHUE TPEOOBAHUU IO 3aIIUTE
MH(DOPMALIUK OT HECAHKIMOHUPOBAHHOTO JOCTYIIA
pH aTTecTanud OOBEKTOB HH(OpMATH3AIMU TI0
TpeOOBaHMAM 0€30IIaCHOCTH HH(POPMAIIHH,
—IIPUMECHSTh cpeacTa rapaHTUPOBAHHOTO
YHUYTOXKEHUST HH(pOpMaIuu

—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS
[IPOrPaMMHBIX u [IPOrPaMMHO-
armapaTHbIX CpeacTB 3aIIUTHI
uHpopMalMM, B  TOM  YHCIe, B
OICpalOHHBIX CUCTeMax,
KOMIBIOTEPHBIX CETAX, 0a3ax JTaHHBIX;

—METO/BI TECTUPOBAHUS GbyHKIMN
OTACIBbHBIX IMpOrpaMMHBIX u
[MpOorpaMMHO-aIIapaTHbIX CpCACTB

3aIUTHl HTHGOPMAITUH;
—THUIIOBBIE CPEJICTBA U METOJbI BEICHUS
AynuTa, CPEACTB M CIIOCOOOB 3aIUTHI

TectupoBanue,
9K3aMeH
KBaJTH(PHUKALIMOHHBIMH,
IKCIEPTHOE
HaOJIFO[eHNE
BBITTOJTHEHHSI
n1abopaTopHBIX padoT,
OLIEHKa Tpolecca u
pe3yabTaToOB
BBITIOJIHEHHSI BUJIOB
paboT Ha MpaKTHKE

MH(pOpMaLIUU B JIOKaJbHBIX
BBIYVCIIUTEIIBHBIX CeTsIX, CpencTB
3alUTBl  OT  HECAHKIMOHUPOBAHHOI'O
oCTyIa
17. |MoHuTOpHHT OK 01-OK 09 |-nipoBepsith BbINOIHEHHE TPeOOBAaHMIA [0 3aIIMTE —METOABI  TecTHpoBaHWs  (yHKumii| TectupoBanue,
cucrem 3amuThl  [TTK 2.1-11K2.6 pHpOpMamun OT HECAHKIMOHUPOBAHHOTO JOCTYIIA {OTACIbHBIX POrPaMMHBIX ¥ [2K3aMEH
pU aTTecTaluu OO0BEKTOB MH(OpMaTH3alMU IO [IPOrpaMMHO-alapaTHBIX CPEJICTB | KBATH(PHKALMOHHEIM,
TpeboBaHUAM 0€30MacHOCTH MH(OpMAIIH; 3alUThl HHPOPMALINY; DKCIIEPTHOE
—yCTaHaBJIMBaTh, HACTpPauBaTh, IIPUMEHITH —THUIIOBBIE CPEACTBA U METOJbI BEICHUA HaOJIt0IeHuE
MpOrpaMMHBIC M IIPOTpaMMHO-aINapaTHbIC ayauTa, CpPEACTB M CIIOCOOOB 3aIIUTHI | BBINIOTHCHUA
CpelcTBa 3alIUThl UHPOPMAIINH; nHpopMan B JIOKAJIBHBIX | 1A00PAaTOPHBIX paboT,
—OCYILIECCTBISIT MOHUTOPHHI M pETUCTPALIAIO BBIYUCIUTEIILHBIX CeTHX, cpexncTs | IKCIEPTHOC
CBEJIEHUH, HEOOXOIUMBIX JJI 3aI{UThl 00HEKTOB BaIlUThI OT  HECaHKIMOHHPOBAHHOI'O HaOJIt0IeHuE
MH(pOpMaTH3aIK, B TOM YUCJIE€ C UCIIOIB30BaHUEM [IOCTYyIIa BBITIOJTHCHHUA
[POrPaMMHBIX U IIPOrpaMMHO-aMapaTHBIX MPAaKTHYECKHX Pador,
CpeACTB OOHapYKEHUs, IPEIYIPEKACHUS U OLICHKa IIpolecca u
IMUKBUAALMY OCIEACTBUN KOMITBIOTEPHBIX aTaK pE3ynbTaTOB
BBITIOJIHEHUS BUIOB
paboT Ha MPAKTUKE
18. |Uzyuenue mep OK 01-OK 09 nposepsats BhInONHEHHe TpeGOBAHUM MO 3alIUTE OCOOEHHOCTH M CIOCOObI NpuMeHeHus | TecTupoBaHue,
3aIUThI 1K 2.1-I1K2.6 mrdopMaImu 0T HECAHKIIMOHMPOBAHHOTO JOCTYIIA [IPOTPAMMHBIX " MIPOTPaMMHO- | IK3aMCH
uH(pOopManuy B MpH aTTecTalu OOBEKTOB MH(GOpMaTU3allMU IO [aapaTHBIX CpEICTB 3aIMTHI | KBATH()UKAMOHHBIH,
MH(pOPMALMOHHBIX TpeboBaHUAM 0€30MacHOCTH HH(OpMAIUH; uHbOpMalMM, B  TOM  4YHCle, B|9KCICPTHOE
CUCTEMaX —IIPUMEHATH cpencTBa rapaHTUPOBAHHOIO [ONIEPALIMOHHBIX cucremax, | HabJoIeHue
YHUYTOXKEHUSI HH(popMaIumy; KOMIIBIOTEPHBIX CETAX, 0a3ax JIaHHBIX; BBITIOJTHCHHS
—yCTaHABJINBATh, HACTPAHBATh, IIPUMEHSATh ~MeTOAbl  TECTHUpOBAHMS  (yHKIMii|1a00PAaTOPHBIX paboT,




MPOrpaMMHBIE U TPOrPaMMHO-AIIapaTHbIE
CpeICTBa 3alIUThl HHPOPMALIHH;

—OCYILECTBISATH MOHUTOPUHT U PETUCTPALIUIO
CBEACHUI, HECOOXOTUMBIX JJISl 3aIIUTHl OOBHEKTOB
MH(OPMATHU3AINN, B TOM YHCIIE C UCIIOJIb30BAHHEM
[IPOTrPaMMHBIX U MPOTPAMMHO-aNNapaTHbIX
CPEICTB OOHAPYKEHUS, TPEIYTPEKACHUS U
ITMKBUIAIMH TTOCJIEICTBUN KOMIIBIOTEPHBIX aTaK

OTAETBHBIX
MpOTrpaMMHO-aIIapaTHBIX
3alUTHl HH(POPMAIHN

MIPOrPaMMHBIX u
CpEICTB

OLICHKa Ipoliecca 1
pe3yIbTaToOB

BBITIOJTHEHHUA BUIOB
paboT Ha MpaKTHKE

19.

N3yuenne
COBPEMEHHBIX
IIPOrpaMMHO-
anmnapaTHbIX
KOMILIEKCOB.

OK 01-OK 09
[IK 2.1-I1K2.4

—IIPOBEPSATH BBINOJIHEHUE TPeOOBAaHMUN MO 3aIUTE
MH(GOPMAIMK OT HECAHKIMOHHMPOBAHHOTO JOCTYIIA
Opu arTecTanud OOBEKTOB MH(POPMATH3ALUH 10
TpeboBaHUsAM 0e30macHOCTH HH(POPMAIUH;
—IIPUMEHSTH cpencraa rapaHTHPOBAHHOTO
YHUUYTOKEHUSI HUHPOpMaLUY;

—yCTaHaBIMBATh, HACTPAUBATh, IPUMEHSTH
MPOrpaMMHBIE M TPOTPaMMHO-aIapaTHbIe
CpEICTBa 3aIIUThl UHPOPMALUU

—O0COOCHHOCTH U CHOCOOBI MPUMEHEHHS

POrPaMMHBIX u MIPOrpaMMHO-
AnmapaTHbIX CPENCTB 3aIIUTHI
MHpOpMaLMKM, B  TOM  4YHCIEe, B
OTIepallMOHHBIX CUCTEMaX,

KOMITBIOTEPHBIX CETsX, 0a3ax JTaHHbIX;
—O0COOCHHOCTH W CHOCOOBI MPUMEHEHHS
MPOTrPAaMMHBIX u POTrPaMMHO-
ArmapaTHBIX CPEICTB rapaHTHPOBAHHOTO
YHUYTOKEHUS HH()OpMAITIH

TectupoBanue,
IK3aMEH

KBTI (DUKAIIMOHHBIA,
JKCIIEPTHOE
HaOJIFOeHUE
BBITIOJTHEHUS
n1abopaTopHBIX padoT,
OIICHKa Mpoliecca u
pe3yNabTaToOB
BBITIOJTHCHHSI BUJIOB
paboT Ha MPAKTUKE




Ne | HammeHoBaHHe Kon PesynbTaTsl 00y4eHus o npogeccuoHaJILHOMY MOIYJII0 DopMbI
TeMbl (popmupyemon —— HATE KOHTPOJIA
KOMIIeTeHIIUH
MJIK. 02.02. KPUIITOITPA®OUYECKHUE CPEACTBA 3AINUTHI MTHPOPMALIMH
1. Maremaruaeckue | OK 01-OKO09 |-nmpumensTs MaTeMaTHuecKWil ammapar [Jis —OCHOBHBIC MOHATHs Kpunrorpaguu u| TecTupoBaHME
OCHOBBI I1IK 2.4 BEITIOJTHEHUS KPUNTOTpaQUUECKUX TUIOBBIX KPHUNTOTpahUYeCKUX METOJIOB U
KpunTorpaduu npeoOpa3oBaHui; CPEICTB 3alMThl HHpOpManuu
—HUCIOJb30BaTh  TUIIOBBIE  IIPOIPAMMHBIE
KpUnTorpaguyeckue cpencTsa, B TOM YHCIE
PIEKTPOHHYIO NOAKCH
2. Metonbt OK 01- OK09 |-npumensitTe MaTeMaTHYeCKH ammapar JJisi —OCHOBHbIE TOHATHs Kpunrtorpaguu u| TecrupoBanue
Kpunrorpaduyec IIK 2.4 BEIIIOJIHEHUS KpUINTOrpapUueCKUX TUMOBBIX KPUNTOTpapUUecKuX METOOB U | Brimojuenue
KOTO 3aIITUThI npeoOpa3oBaHui; CPEeACTB 3allMThl HH(OpMALUU J1aGOPaTOPHBIX
uHpOpMALMH —HCIOJIb30BaTh TUIIOBbIE IPOTrPAMMHBIE paGor.
Kpunrorpaguuyeckue cpeacTna
3. Kpunroananus OK 01-OK09 |-npumensiTe MaTeMaTHYECKHil ammapar mis —METObI TECTHPOBAHUS ¢ynkuuii| TectupoBanue,
[IK 2.4 BBIIIOJIHCHUS KpUNTOrpapUuecKux (OTAENbHBIX MPOrPaMMHBIX M MPOrPaMMHO-| IKCIIEPTHOE
npeoOpa3oBaHui; AnapaTHbIX CpeACTB 3aIuThl | HAOIIOIEHNE
—HCIOJIb30BaTh TUIIOBbIE IPOTPAMMHBIE nH(popManuy; BBINIOJTHEHUS
KpUITOrpadguueckue cpecTBa IMKBUAALUN —THUIIOBBIC MOJICIN YIPaBICHUS JTOCTYIIOM, 11abOPaTOPHBIX
[OCJIEICTBUM KOMIIBIOTEPHBIX aTaKk CpCICTB, METOJIOB u MPOTOKOJIOB pabor, oneHka
MICHTU(PUKALUN U ayTeHTU(DUKAIINH; npormecca u
—OCHOBHBIE TOHATUS Kpuntorpagpuu u| PE3yIbTATOB
TUIOBBIX KPUNTOrpauyeckux MeTonoB u| BbUIOTHECHHS BUIOB
CPEJCTB 3alUThl HHGOpMAIIUU paboT Ha MPaKTHKE
4. [Totounsie OK 01-OK09 |-npuMeHsITh MaTeMaTHYECKHMI armapar jis —METOIbI TECTUPOBAHUS ¢byukimii | Tectuposanue,
mwHQpsl 1 K 2.4 BBITTOJIHEHM S KpUNITOrpaQuecKux (OTAEIbHBIX MPOrPAMMHBIX M MPOrPAMMHO-| YKCIIEPTHOE
TeHepaTopbI npeoOpa3oBaHui; AnmapaTHbIX CPEICTB 3amuThl | HAOMIOIeHNE
[CeBIOCITYYaiHbI —HCIOJIb30BaTh TUIOBbIE IPOTPAMMHBIE MH(pOpMaLnY; BBITIOJTHCHUS
X YHcen KpunTorpaduueckue cpeicTBa CpeaCcTB —THUIIOBBIC MOJEIN YIPaBJICHHS TOCTYIIOM, 11abOpaTOPHBIX
0OHapYKEHUS, TPEIYIPEKIACHUS 1 CpCICTB, METOJIOB u IIPOTOKOJIOB pabor, oneHka
NMIMKBUJALMH IOCIEACTBUN KOMIIBIOTEPHBIX MACHTU(DUKAIIMY U ayTeHTU (UKL, Hpouecca u
aTaK —OCHOBHBIE TOHATUS Kpuntorpagpuu u| PE3yIbTATOB
TUIOBBIX KPUNTOrpauyeckux MeToJ0oB u| BBIIOTHCHHSA BUIOB
CpEeACTB 3alMThl HH(OpMALUU paboT Ha MpaKTHKe
5.  [KomupoBanue OK 01-OK09 |-npuMeHsITh MaTeMaTHYECKHM ammapar s —METOIbI TECTUPOBAHUS ¢byukimii | Tectuposanue,
MHQpOPMALIUH. I1IK 2.4 BBITIOJTHEHUS KPUOTOrpapUUECKUX [OTIENbHBIX MPOIPAMMHBIX M MPOTPaMMHO-| SKCIIEPTHOES




KomMmbroTepuzarst npeoOpa3oBaHui; ATapaTHBIX CPEICTB 3alIUThl | HAOMIOIEHHE
mudpoBaHus. —HCIOJIb30BaTh TUIIOBbIE IPOTPAMMHBIE MH(popManuy; BBIIIOJIHEHH S
KpUITorpaduueckue cpeacTa —THUIIOBbIC MOJIEIIM YIPABJICHHUS JTOCTYIIOM, | 1Ja0OPaTOPHAIX
CpPEICTB,  METONOB W  TIPOTOKOJIOB| PaboOT, OLEHKa
MICHTH()UKAIIUY U ayTeHTU(DUKAIIHH; nporecca u
—OCHOBHBIE TMOHATHS Kpuntorpadpuu u| PE3yIbTaTOB
TUTIOBBIX KPUNTOrpadUYeCKUX METOJOB H | BBIITOIHCHHS BU0B
CPEACTB 3alMThHl HH(GOpPMALIUU paboT Ha MpaKTHKE
Cummerpuunble | OK 01-OK09 npuMensaTh MareMaTHyecKuil ammapar Julsd —METOJbI TECTUPOBAHUS ¢bynkuuii | Tectuposanue,
CUCTEMBI K 2.4 BBIIIOJIHCHUS KPUNTOrpaQUUECKUX [OTIENBHBIX MPOIPAMMHBIX M MPOTPAMMHO- | 9KCIIEPTHOEC
mdpoBaHus npeoOpa3oBaHuii; AnmapaTHbIX CPEICTB 3amuThl | HAOMIOIEHHE
—HCIOJIb30BaTh TUIIOBbIE IPOTrPAMMHBIE nH(popManuy; BBITNIOJTHEHUS
KpHUIITOrpaguyeckrue cpeacTBa JINKBUAALUH —THIIOBBIE MOJIEM YIIPABIEHHUs JOCTYIIOM, | Ta00PAaTOPHBIX
[OCJIEACTBUI KOMITBIOTEPHBIX aTaK CpPELCTB, METOJIOB Hu IIPOTOKOJIOB paboT, oLeHKa
MICHTU(QUKALUY U ayTeHTUPUKALUHY; Hponecca u
—OCHOBHBbIE TNOHATUS Kpunrtorpagpuu u| PE3yIbTaToB
TUTIOBBIX KpUOTOrpaduyecKUX MeTOA0B | BBIIOJIHCHUA BUOB
CPEJICTB 3alIUThl HHPOPMAITUH paboT Ha [paKTHKE
Acummerpuunsie | OK 01-OK09 -npuMensTs MaremaTHuecKuil ammapar jis —OCOOEHHOCTM M CIOCOObI mpuMeHeHus| TecTupoBaHue,
CHUCTEMBI [1IK 2.4 BBITIOJTHEHUS KpUnTorpapuueckux [MporpaMMHBIX U MPOTPAMMHO-AMIAPATHBIX | IKCIIEPTHOE
mudpoBaHus npeoOpa3oBaHui; CpeAcTB 3amuThl WMH(OpPMALWH, B TOM| HAaONIOJEHHE
—HCIOJIb30BaTh TUIIOBBIE IPOTrPAMMHBIE YUCJe, B  OMNEPAIMOHHBIX  CHUCTEMAax,| BBIIIOJIHCHHS
KpUnTorpaduyeckue cpeacTna KOMITBIOTEPHBIX CETAX, 0a3ax JaHHBIX; 1a00paTOPHBIX
—OCHOBHBIE TIOHSTHsS KpunTorpaduu u| PaboOT, OLCHKa
TUIOBBIX KpUNTOrpaduyecKux MEeToJ0B u| Ipolecca u
CPEeACTB 3allMThl HH(pOpMALIUU pe3ynbTaTOB
BBITNIOJTHEHMSI BUJIOB
paboT Ha MPAKTUKE
Ayrentudukamus | OK 01-OK09 -npumensaTs MaremaTnyeckuil anmapar Ui —METOJIBI TECTUPOBAHUS ¢ynkuuii | TectupoBanue,
JAHHBIX. IIK 2.4 BEITIOJTHEHHUS KPHUIITOrpaMYECKHUX [OTAENIBHBIX MPOrPaMMHBIX M IPOTrPaMMHO-| 9K3aMEH
DJIeKTpOHHAs npeoOpa3oOBaHMIA; QImapaTHbIX CpEICTB 3aIUThl | KBAIN(UKALIIOHHbI
TIOJIITHCh —HCITOJIb30BaTh TUTIOBEIE TPOTPaMMHEIE MH(pOpMAIIHH; i,
Kpunrorpaguaeckue cpecTBa JTNKBUIAIINN —THUIIOBBIE MOJICNIA YIIPaBJIEHUS JOCTyMoM, | IKCIIEPTHOC
[MOCJIEACTBUI KOMIIBIOTEPHBIX aTaK CpPEICTB, METOLOB 51 IIPOTOKOJIOB HaOJIOIeHNe
—HCIIONIb30BAaTh  TUIIOBBIC  MPOrPaMMHBIC [MACHTH(QUKAIMYI U ayTEHTH(UKALNH; BBIIOTHCHHA
KPUITOrpadUUYecKie CpPEACTBA, B TOM UHCIC -OCHOBHBIC IOHATHA Kpurtorpadun | TA00PaTOPHEIX
DIICKTPOHHYIO MOJHUCH; TUTOBBIX KPHUNTOrpauIecKuX METOJIOB U pabort, orieHka
CPEJCTB 3alIUThl HHOPMAIIUU Hponecca u




pe3yIbTaToOB
BBIIIOJIHCHUSI BUJIOB
paboT Ha MpaKTHKE

AnropuT™MbI
oOMeHa KJIro4ei u
MPOTOKOJIBI
ayTeHTH(UKAITII

OK 01-OK09
I1IK 2.4

—TIPUMEHATh MaTEeMaTHYeCKHH ammapar s
BEITIOJTHEHUS KpUnTorpaguaeckux
npeoOpa3oOBaHMiA;

—UCTOJB30BaTh  THUIIOBBIE  MPOTPAMMHBEIC
KpunTorpaguueckue cpencTsa, B TOM YHUCIIE
PIIEKTPOHHYIO MOJIITUCH;
—TIPUMEHATH  CPEJICTBA
YHHUUYTOXXCHUST HHPOPMAITUU

rapaHTUPOBAHHOTO

—METOIBI TECTHPOBAHUS byHKIII
OTJICTBHBIX MPOTPAMMHBIX U MPOTPAMMHO-
ArapaTHBIX CPEICTB 3aIATEI
uHbopmaIuu;

—THITIOBBIC MOJICIHM YIPABJICHHS JOCTYIIOM,
CPEJICTB, METOIOB 51 IIPOTOKOJIOB
MIeHTU(UKAIIUY U ayTeHTU(PUKAINN;
—OCHOBHBIC IMOHATHS KpHNTOrpadhuud u
THUIIOBBIX KPHUNTOrpaduYecKMX METOJIOB H
CPEACTB 3alIMTHI HH(POPMALIUU

TectupoBanue,
JK3aMeH
KBaJTN(DUKAIIMOHHBI
i,

JKCIIEPTHOE
HaOro1eHue
BBITIOJTHEHUS
71a00paTOPHBIX
paboT, oreHKa
nporecca u
pe3yJIbTaTOB
BBITMIOJTHEHHUSI BUJIOB
paboT HA MPAKTUKE

10.

Kpunro3zamura
uHpOpManuu B
CEeTAX Tepeavn
JIAHHBIX

OK 01-OK09
I1IK 2.4

—IPUMCHSATh MaTeMaTHUYECKUU ammapar s
BBITTOJTHEHHSI KpUnrorpapuyeckux
npeoOpa3oOBaHMIA;

—HCIIOJIb30BaTh ~ THIIOBBIC  MPOTPAMMHBIC
KpunTorpaguueckue cpeicTtsa, B TOM YHUCIIE
DIIEKTPOHHYIO TTOJIIHCH;

—TPUMEHATH CPEJICTBA TAPAHTUPOBAHHOTO
YHUUTOKEHUS MH(pOpMaluu

—METO/IbI TECTUPOBAHUS GbyHKIMN
OT/EJBHBIX MPOrPAMMHBIX U IPOTrPAMMHO-
ATImapaTHbBIX CpeAcTB 3aIUTHI
MH(pOpMaLNK;

—OCHOBHBIE TIOHSATHS KpuUnTOorpaduul U
TUTIOBBIX KPHUNTOTpaUIecKUX METOJIOB U
CPEICTB 3alUThl HHPOPMALTUU

—THIIOBBIE CPEJCTBA M METO/bl BEACHUS
QyuTa, CPEICTB M CIOCOOOB 3alUTHI
MH(pOpMaLIUU B JOKaJIbHbBIX
BBIYMCITUTENbHBIX CETAX, CPEACTB 3aIlUTHI
0T HECAHKIIMOHUPOBAHHOTO JIOCTYIA

TectupoBanue,
JK3aMEH

KB (PHUKAIIMOHHbI
17}

L1.

3amura
uH(popMaIuu B
JJEKTPOHHBIX
TUTATEKHBIX
cUcTeMax

OK 1-OK09
I[IK 2.4

—yCTaHaBIMBaTh M HAcTpauBaTh CpEACTBA
AHTUBUPYCHOW 3alllUTBI B COOTBETCTBHHU C
MPEABABIACMBIMU Tpe6OBaHI/I$[MI/I;
—TPUMEHATh MaTEeMaTHYeCKHi ammapar s
BBIITOJTHEHUS KpUnTorpapuueckux
npeoOpa3oOBaHMIA;

—HCIIOJIb30BAaTh THUITIOBBIC IMporpaMMHBIC
KpunTorpaguueckue cpeicTsa, B TOM YHUCIIC
DIIEKTPOHHYIO MOJIIUCH;

—METOBbI TECTUPOBAHUS byHKIM]
OTJENbHBIX MPOrPAMMHBIX M MPOTrPAMMHO-
AnmapaTHBIX CpEeICTB 3aIUTHI
nHGbOopMaLnu;

—OCHOBHBIE TMOHATHS Kpuntorpapuu U
TUMOBBIX KPUNTOrpadUYecKUX METOJI0B M
CpEeACTB 3alMThl HH(OpMALIUU

—THUIIOBBIE CPEJICTBAa M METOJbl BEICHUS
ayauTa, CpPeACTB U CHOCOOOB 3alllUTHI

TectupoBanue,
JK3aMeEH
KBaJTM(PHUKALMOHHBIH,
JKCIIEPTHOE
HaOJIroIeHne
BBITTOJTHEHHS
1a00paTOPHBIX
pabor,

OLIEHKa Ipolecca U
pE3YJIbTaTOB




—IPUMEHATH  CPEICTBA
YHHYTOXXEHUSI HHPOPMAILIUU

rapaHTHPOBAHHOTO

nHbOopManuu B JIOKaJIbHBIX
BBIUMCIIUTEIBHBIX CETSAX, CPEJCTB 3alllUTHI
0T HECAHKIIMOHUPOBAHHOTO JIOCTYTIA

BBITIOJTHEHHSI BUJIOB
paboT Ha MpaKTUKE

12.

KomnerorepHnas
creranorpagus

OK 01-OK09
I1IK 2.4

—YCTaHaBIMBATh W HACTPauWBaThb CPEICTBA
AQHTHBHPYCHOW 3alllUTHI B COOTBETCTBUU C
MPCABABIACMBIMU Tpe6OBaHI/I$IMI/I;
—IIPUMEHATh MaTeMaTHYECKUU ammapar s
BBIITOTHEHUS KpUOTOTpaQrueCKuX
npeoOpa3oBaHMUIA;

—HCIIOJIb30BaTh TUITIOBbLIC IIporpaMMHBIC
KpunTorpaguueckue cpeicTsa, B TOM YHUCIIC
PIIEKTPOHHYIO MOJIITUCH;

—IIPUMEHATH CPEACTBA FapaHTUPOBAHHOIO
YHAYTOXXECHUST HHPOPMAITUU

—METO/IbI TECTUPOBAHUS GbyHKIMIA
OTAEIBHBIX MPOTPAMMHBIX U ITPOrPaMMHO-
ArImapaTHbIX CpeAcCTB 3aIUTHI
MH(pOpMAIIHH;

—OCHOBHBIE TIOHATUS Kpunrtorpadpuu u
TUIOBBIX KPUNTOrpauYecKuXx METOJIOB U
CPEeACTB 3allMThl HH(pOpMALIUU

—THUIIOBBIE CPEACTBA M METOAbl BEICHUS
ayauTa, CpeACTB U CHOCOOOB  3alllUThI
MH(pOpMaLIUU B JIOKQJIBHBIX
BBIYVMCIIUTEIIBHBIX CETAX, CPEACTB 3aLUTHI

OT HCCAHKIMMOHWPOBAHHOI'O AOCTYIIA

TectupoBanue,
JK3aMeH
KBaNM(UKAIIMOHHBIH,
IKCIIEPTHOE
HaOro1eHue
BBITMIOJTHEHUS
1a00paTOPHBIX
paboT, oreHKa
nporecca u
pe3yIbTaTOB
BBITIOJTHEHHSI BUJIOB
paboT Ha MpaKTUKE




Kputepun ouneHuBaHusi pe3yjbTaToB O00yYeHUs] MO MNPOPecCHOHATHLHOMY
MOJYJII0, IIIKAJIA OLleHHBAHUSI.

Kputepuu orieHuBaHU:

— YCBOGHHE MPOTPAMMHOIO TEOPETUYECKOTOo MaTepuaina (00beM 3HaHWH, TiTyOuHa
YCBOCHHUS);

— YMEHHE H3JIaraTh MPOTpaMMHBIN MaTepuall (YeTKOCTh, TPAMOTHOCTD H3JIOKCHUS
MaTepuasa, TOYHOCTh U MOJIHOTAa BOCIIPOU3BEICHUSI yUEOHOTO MaTepuraa);

— yMEHHE NMIPUMEHSATh TEOPETHUUSCKIE 3HAHUS Ha TTPAKTHUKE.

[Ikana OlleHUBAHUS:

Pesymprartel cpaun nuddepeHIMpPOBaHHOTO 3a4eTa, HSK3aMeHa, JK3aMeHa
(kBaIM(DUKAIIMOHHOTO)  OICHMBAKOTCA IO  IIKaJIe  «OTIUYHO»,  «XOPOIIOY,
«YIOBIIETBOPUTEIILHOY, «HEYIOBICTBOPUTEIILHOY.

OneHka «OTJIMYHO» BBICTABIACTCA OO0yYarolmeMycs, KOTOpbIH TIIyOOKO u
MPOYHO YCBOWJI TIPOTPAMMHBIM MaTepuan, TPOSBISICT 3HAHHE OCHOBHOM U
JOTIOTHUTEHHON JINTEPATyphl, TPAMOTHO, JJOTUYECKHA CTPOMHO M apTyMEHTHPOBAHO
W3JIaraeT Marepuaj, JaeT MCUEPITBIBAIONINE OTBETHI HAa MOCTaBICHHBIE BOMPOCHL. B
OTBETE TECHO YBS3BIBACTCS TEOPHsI C TIPAKTUKOH, TPH 3TOM OOYyYalomuiCsS He
3aTPyAHSIETCS C OTBETOM IIPH BUIOM3MCHCHHH 3aJ[aHUs, CBOOOJHO CIIPABISETCS C
MPAKTUICCKUMH 33 TaHHSIMHU.

OneHka «XOpOIlO» BBICTABIACTCS OO0y4arolmeMycsi, TBEPAO 3HAIOIIEMY
MPOrpaMMHBIN MaTepHall, KOTOPbIA M3J1araeT e€ro rpamMOTHO W IO CYIIECTBY, HE
JIOMYCKAeT CYIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOMPOC, MPABUIHHO MPUMEHSET
TEOPETUUYECKHE TOJIOKEHHSI TPH PEIICHUH MPAKTUYECKUX BOMPOCOB U 3aj7a4, HE
UCIIBITHIBACT 3aTPYAHEHUN C OTBETAMH HA BOIIPOCHI.

OrneHka «yJIOBJIETBOPUTEIHHOY BBICTABIIAECTCS 00yJaroneMycsi, KOTOpPbId UMeEeT
3HAaHWS TOJBKO OCHOBHOTO MaTepuaia, HO HE YCBOWJ €ro JeTalied, IOMyCKaeT
HETOYHOCTH, HEJJOCTATOYHO TPABMIbHBIC (POPMYITMPOBKH, UCTIBITHIBACT 3aTPYIHEHUS
IIPY BBIMTOJTHEHUH TIPAKTHIECKUX pPadoT.

OreHKa «HEYIOBJIECTBOPUTEIBHO» BBICTABIACTCS OOYYarOMIEMYyCsl, KOTOPBI HE
3HAET 3HAYUTEIIPHOW YacTH MPOTPaMMHOTO MaTepHuaia, JOMyCKaeT CYIIeCTBCHHBIC
OIMMOKHA, HEYBEPEHHO, C OOJBIIUMH 3aTPYJHCHUSMH BBITIONHSACT TPAKTHYCCKUE
paboTHI.




JlonosiHeHMs ¥ U3MEHEeHHsl K padodell mporpaMmme Ha y4eOHbIH roj

JlonosiHeHUs1 1 U3MEHEeHUs K paboueit nporpamme Ha 2023-2024 y4ueOHBIN TO]T
no  mnpodeccuoHanbHoMy  moaymro  [IM.02  3ammra  uHpopManuu B
ABTOMATU3WPOBAHHBIX CHCTEMAaxX MPOTPAMMHBIMU W TOPOrPaMMHO-aNMNapaTHbIMU
CpEIICTBAMH: B pa3jieNl Y CIOBUS pealn3alii MpoPEeCcCUOHAIBHOTO MOAYJs (ITYHKT
HNudopmanmonHoe odecrieueHre mpoPhecCHOHATLHOTO MOYJISI) BHECCHBI W3MEHCHHSI
B CIIMCOK OCHOBHOW M JIOTIOJIHUTEIBHOW JIUTEPATYPBL.

JlononHeHus: 1 W3MEHEHUs1 B pabouell mporpamme oOCYXIEHbl Ha 3acCeIaHHH
[THK uHGOpMAITMOHHBIX TEXHOJIOTHM.

«30» aBrycra 2023 r. (mpotokos Ne 1),

[Tpencenarens ITIK St /JTorunona JI.I./




JlonosiHeHMs ¥ U3MEHEeHHsl K padodell mporpaMmme Ha y4eOHbIH roj

JlomoJiHeHUST ¥ U3MEHEHHUsI K pabouei mporpamme Ha 2024-2025 y4eOHBIN 101
no  mnpodeccuoHanbHoMy  moaynro  [IM.02  3ammra  uHpopmanuu B
aBTOMATU3UPOBAHHBIX CHCTEMAax IMPOTPAMMHBIMU M MPOTrpaMMHO-aNnapaTHbIMU
CpelCTBaMH.

B pabouyio mporpaMMy BHECEHBI CJIEIYIOIINE U3MEHEHUS:

B cootBerctBum ¢ mpukazom MuHnpocsenienus Poccuiickon ®enepannu
Ne464 ot 03.07.2024r. «O BHeceHHH U3MEHEHUH B (peepanbHble roCyJapCTBEHHbIE
oOpa3oBaTeNbHbIe CTAHAAPTHI CPEOHEr0o MPO(EecCHOHATBFHOTO  00Pa30BAHMSD)
(yrBepxaeH MunucrepctBoMm toctuuuu Poccuiickoit ®epepanuu 09.08.2024 No
79088) wu3MeHEHO HaMMEHOBaHHE OOIIUX KOMIICTEHIUH MPOheCCHOHATBLHOIO
MOIYJIS:

OK O01. BriOuparh cmocoObl pemieHust 3afad MNpodecCUOHAIBHONU AeSTEIbHOCTU
MPUMEHUTENHHO K Pa3IMYHBIM KOHTEKCTaM

OK 02. Ucnonp30BaTh COBPEMEHHBIE CPEACTBA MOMCKA, aHAIM3a U WHTEPIPETALUU
uHpopmaruu U HUHPOPMAIMOHHBIE TEXHOJOTUM JJisi  BBIMOJHEHUS  3ajad
npo¢heCCUOHATIBHON JIEATEIIbBHOCTH

OK 03. IInanupoBaThb M peaqu30BBIBATH COOCTBEHHOE MPOPECCUOHAIBHOE U
JUYHOCTHOE Pa3BUTHUE, MPEANPHUHUMATEIBCKYIO IESITEIbHOCTh B MPO(eCCHOHATBHOM
chepe, UCHOJIB30BaTh 3HAHUS [0 MPABOBOM U (PUHAHCOBOM TI'PaMOTHOCTH B
Pa3JIMYHBIX )KU3HEHHBIX CUTYaIUIX

OK 04. D¢ dexTuBHO B3aUMOJICHCTBOBATh U pa0OTaTh B KOJUIEKTUBE U KOMaH/IE

OK 05. OcymecTBiuATh YCTHYIO M NHUCBMEHHYIO KOMMYHHUKAIMIO  Ha
rocyaapcTBeHHOM si3bike Poccuiickoit ®Denepanuui ¢ yd4eToM OCOOCHHOCTEH
COIIMAJILHOTO U KYJIbTYPHOTO KOHTEKCTa

OK 06. IlposBisTh rpa)xAaHCKO-MATPUOTUYECKYIO IMO3UIUIO, JIEMOHCTPHPOBATH
OCO3HAHHOE IIOBEJEHUE HA OCHOBE TPAJAMLMOHHBIX POCCHUMCKHUX JYXOBHO-
HPAaBCTBEHHBIX  IIEHHOCTEW, B TOM 4YHUCI€ C YYETOM TapMOHM3ALUH
MEKHAIIMOHAIBHBIX W MEXPEJIUTHO3HBIX OTHOIICHUH, TMPUMEHSTh CTaHJIAPThI
AHTUKOPPYILIMOHHOTO MOBEICHUS

OK 07. CopeiicTBOBaTh COXPAaHEHUIO OKPYKAIOIIEH CPebl, PecypcocOepereHHUIO,
MPUMEHSTH 3HAHUS 00 U3BMEHEHUH KJIMMaTa, MPUHLUIIBI OEpeXITMBOTO MPOU3BOJICTBA,
7 PeKTUBHO ACHCTBOBATH B UPE3BbIUYANHBIX CUTYyAIUIX

OK 08. Hcnonws3zoBath cpeactBa (U3HUECKOW KyJIbTYypbl I COXpPAaHEHUS U
YKpEIUIeHUs]  30pOBbs B  Tmpouecce MNpodecCUOHANBHOW  JESATENbHOCTH H
noJiiepKaHusl HEOOXOAUMOTO YPOBHS (PU3NUECKON MOATOTOBICHHOCTH

OK 09. ITonb3oBarbes nMpodeccHoHaNbHON JOKYMEHTAMEe Ha TOCYJapCTBEHHOM U
WHOCTPAHHOM SI3bIKaX

JlomoHeHus: U U3MEHeHHsI B paboueil mporpamme oOCYKJEHbl Ha 3aceIaHUU
[MHK wHbOpMAIIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2024r. (mpotokon Ne 1)

[Mpencenarens ITIK / M_/Z/ /J1.A.Jloruuosal
%



JlonosiHeHMs ¥ U3MEHEeHHsl K padodell mporpaMmme Ha y4eOHbIH roj

Hononnenuss wu  wu3MeHeHnuss k  [IM.02 3amwmra wuHbOpManum B
aBTOMATHU3UWPOBAHHBIX CHUCTEMAX MPOTPAMMHBIMU M TMPOTPaMMHO-AINapaTHEIMU
CpeACTBaMM: B pa3fied YCIOBHS pealu3allud Y4eOHOM JTUCHMIUIMHBI  (ITyHKT
NudopmarmonHoe obecnedeHrne y4eOHOM JTUCHMIUIMHBI) BHECEHBI M3MEHEHUS B
CHHCOK OCHOBHOM M JIONOJHUTESIBHOMN JINTEPATYPHI.

JlomonHeHUsT 1 U3MEHEHHsI B pabouell mporpaMMe OOCYKJICHBI Ha 3acelaHun
[MHK nHbOpMaLIMOHHBIX TEXHOJIOTHH.

«30» aBrycra 2025r. (mpoTokoa Ne 1)

IIpencenarens ITIIK / u_j/ /JI..JJoruuosa/
_/



